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xAbstract—In this paper, the physical layer security of a dualhop
underlay uplink cognitive radio network is investigated over
Nakagami-m fading channels. Specifically, multiple secondary
sources are taking turns in accessing the licensed

spectrum of the primary users and communicating with a multiantenna
secondary base station (D) through the aid of a multiantenna

relay R in the presence of M eavesdroppers

that are also equipped with multiple antennas. Among the
remaining nodes, one jammer is randomly selected to transmit

an artificial noise to disrupt all the eavesdroppers that are
attempting to intercept the communication of the legitimate links
i.e., Si-R and R-D. The received signals at each node are combined
using maximum-ratio combining. Secrecy analysis is provided by
deriving closed-form and asymptotic expressions for the secrecy
outage probability. The impact of several key parameters on the
system’s secrecy e.g., transmit power of the sources, number of
eavesdroppers, maximum tolerated interference power, and the
number of diversity branches is investigated. Importantly, by
considering two scenarios, namely (i) absence and (ii) presence

of a friendly jammer, new insights are obtained for the considered
communication system. Especially, we tend to answer to the
following question: Can better secrecy be achieved without
jamming by considering a single antenna at eavesdroppers

and multiple-ones at the legitimate users (i.e., relay and enduser)

rather than sending permanently an artificial noise and



considering that both the relay and the destination are equipped
with a single antenna, while multiple antennas are used by the
eavesdroppers? The obtained results are corroborated through

Monte Carlo simulation and show that the system’s security can

be enhanced by adjusting the aforementioned parameters.
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In this paper, the physical layer security of a dual-hop underlay uplink cognitive radio network
is investigated over Nakagami-m fading channels. Specifically, multiple secondary sources (.S;)1<i<n
are taking turns in accessing the licensed spectrum of the primary users and communicating with a
multi-antenna secondary base station (D) through the aid of a multi-antenna relay R in the presence
of M eavesdroppers (Ey)1<k<n that are also equipped with multiple antennas. Among the remaining
nodes, one jammer is randomly selected to transmit an artificial noise to disrupt all the eavesdroppers
that are attempting to intercept the communication of the legitimate links i.e., S;-R and R-D. The
received signals at each node are combined using maximum-ratio combining. Secrecy analysis is
provided by deriving closed-form and asymptotic expressions for the secrecy outage probability. The
impact of several key parameters on the system’s secrecy e.g., transmit power of the sources, number
of eavesdroppers, maximum tolerated interference power, and the number of diversity branches is
investigated. Importantly, by considering two scenarios, namely (i) absence and (ii) presence of a friendly
jammer, new insights are obtained for the considered communication system. Especially, we tend to
answer to the following question: Can better secrecy be achieved without jamming by considering a
single antenna at eavesdroppers and multiple-ones at the legitimate users (i.e., relay and end-user) rather
than sending permanently an artificial noise and considering that both the relay and the destination are

equipped with a single antenna, while multiple antennas are used by the eavesdroppers? The obtained
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results are corroborated through Monte Carlo simulation and show that the system’s security can be

enhanced by adjusting the aforementioned parameters.
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outage probability.

I. INTRODUCTION

The increasing number of mobile users led to an unprecedented demand for spectral resources.
In this regard, cognitive radio has emerged as a new paradigm that enhances the spectrum
efficiency by allowing its reuse [1]. In underlay cognitive radio networks (CRNs), the issue
of radio-frequency spectrum scarcity is alleviated by allowing the secondary users (SUs) to
share the spectrum with primary users (PUs) under the condition of not causing any harmful
interference to them. Consequently, the SUs are required to continuously adjust their transmit
powers in order to meet the PUs’ quality of service (QoS). Under such constraints, ensuring the
physical layer security (PLS) of multi-hop CRNs becomes a challenge of utmost importance.
To remedy this problem, several techniques can be used to strengthen the secrecy capacity
at each hop namely increasing the number of diversity branches at the receivers, sending a
jamming signal with the highest power, increasing maximum transmit power at the source and
maximum tolerated interference power as well, reducing the number of hops, employing zero-
forcing precoding techniques, involving energy harvesting (EH) and non-orthogonal multiple
access (NOMA) technique etc.

Recently, the PLS of CRNs has been the focus of many recent research works. For instance,
non-cooperative CRNs were considered in [2]-[5], therein all receivers i.e., both destination and
eavesdropper were assumed to be equipped with multiple antennas and perform the selection
combining (SC) technique. Particularly, in [2], the source is also assumed to be a multi-antennas
node performing transmit antenna selection, while in [3] the secrecy performance is investigated
for both secondary and primary networks. Closed-form and asymptotic expressions for the
secrecy outage probability (SOP) were derived under Rayleigh [3], [4] and Nakagami-m [2], [5]
fading models.

The PLS of multi-relays dual-hop CRNs was explored in [6]-[9]. Specifically, in [6] and

[7], the communication was performed in the presence of only one eavesdropper attempting to



overhear the communication channel, while multiple eavesdroppers were considered in [8] and
[9]. Furthermore, In [6], optimal and suboptimal relay selection were analyzed while in [7] the
relay that minimizes the signal-to-noise ratio (SNR) of the wiretap link was chosen. Besides,
in [8], the most threatening eavesdropper is selected first according to the maximum SNR of
the wiretap links between the source and the eavesdroppers. Next, the best relay minimizing the
SNR at the selected eavesdropper is then chosen. In [9], the relay that maximizes the achievable
secrecy rate is selected. Under these conditions, closed-form and asymptotic expressions for
the SOP and intercept probability (IP) were derived over either Nakagami-m [6] or Rayleigh
[7]-[9] fading channels. The IP and SOP analysis of cooperative underlay EH-based CRNs have
been investigated in [10] and [10]-[14], respectively. Specifically, the SUs have been assumed to
harvest energy from the PU’s signals in [10]-[12]. In contrast, in [13]-[14] the relay is harvesting
energy from the SU signals instead.

The PLS of NOMA-based CRNs has been investigated in [15]-[16]. In [15], an overlay NOMA
CRN was considered such that the SUs were assumed to be eavesdroppers, while the PLS of
mmWave NOMA CRN was investigated in [16]. Closed-form expressions for the connection
outage probability, SOP and secrecy throughput were derived over Nakagami-m fading channels.

PLS analysis through the aid of a friendly jammer was discussed in [17]-[19]. In [17], the IP
was derived by considering multiple source-destination pairs communicating under eavesdropping
attempts of only one eavesdropper, with the source cooperation aided opportunistic jamming.
In [18], the SOP of dual-hop aided opportunistic jamming CRNs is investigated. In this work,
one relay is selected to forward the information while another one is chosen to disrupt the
eavesdropper by sending an artificial noise. Also, in the two aforementioned works, several
selection policies of the friendly jammer were considered. The impact of the friendly jammer’s
transmit power in the presence of multiple eavesdroppers by considering a direct communication
link between multiple sources and one destination is discussed in [19].

In this work, we investigate the joint impact of the friendly jammer’s transmit power, multiple
SUs with power adaptation constraint, number of eavesdroppers, number of diversity branches,
maximum tolerated interference power at the PU receiver on the PLS of a cooperative underlay
uplink CRNs under Nakagami-m fading model. Without loss of generality, it is worth mentioning
that each user is transmitting its data independently from other users. Consequently, the sources
are assumed to transmit in turns their data while a friendly jammer is randomly selected among

the remaining idle sources to transmit an artificial noise so as to disrupt the eavesdroppers. In



this scheme, the nodes R, D, E; perform MRC technique, hence the knowledge of the channel
state information (CSI) at these nodes is necessary. For this reason, we assume that the CSI is
available. Additionally, eavesdroppers are considered are passive.

The main contributions of this paper can be summarized as follows:

o The PLS of an underlay uplink dual-hop CRN operating under Nakagami-m fading environment
is investigated by deriving closed-form and asymptotic expressions for the SOP of the overall
system under two scenarios namely, (i) presence and (ii) absence of a friendly jammer.

« Under the power adaptation constraint of the SUs, the joint impact of the discussed parameters
on the system’s security is investigated.

o We show that the system’s security is enhanced in the presence of an important number
of eavesdroppers by increasing the (i) SUs’ transmit powers (i) number of legitimate
destination branches (iii) and maximum tolerated interference power.

The rest of this paper is organized as follows. In Section II, the system and channel models

are presented. Closed-form as well as asymptotic expressions for the SOP are derived in Section
III. In Section IV, the numerical and simulation results are provided and discussed for various

key parameters’ values. Finally, this work is concluded in Section V.

II. SYSTEM AND CHANNEL MODELS

The considered two-hops CRN, represented in Fig. 1, consists of multiple sources (.5;)i1,.. n»
one Lp-antennas relay R, multiple L, -antennas eavesdroppers (Ej)r—1__ . one destination D
equipped with L antennas, one PU transmitter (Pr,), and one PU receiver (Pg,). For the
sake of simplicity, we assume that the relay receives the transmitted signals from S; on the Ly
antennas and uses only one antenna to forward the message to . Moreover, we consider multi-
user scheduling such that, at any given moment, only one user is transmitting its data. Also, the
source nodes are taking rounds in accessing the spectrum and a friendly jammer .S; is randomly
selected among /N — 1 remaining nodes to send an artificial noise. This latter can be canceled
by legitimate nodes, while £, cannot mitigate it, leading to an increase in the secrecy capacity.
Similarly to [17], we assume that a friendly jammer generates an artificial noise using a pseudo-
random sequence that is known to the legitimate users which allows them to cancel out this
noise, while this sequence remains unknown to the illegitimate ones. To this end, the main aim
of this work is to investigate the impact of a friendly jammer, legitimate, and wiretap channels’

average SNRs, maximum tolerated interference power as well as the spatial diversity at both the



relay and the end-user on the secrecy performance of the considered communication system. In
this scheme, Nakagami-m fading model is considered for all links. The fading amplitudes of
links S; — R, R — (Di)i<t<rps Si = Ey, R = Ey, R — Pgry, S; — Pg, are denoted by
h, where ¢ = {S;R, RD;, S;Ex, RE), RP, S;P}. Consequently, the channel gains g, = |hq|2
are Gamma distributed with probability density function (PDF) and cumulative density function
(CDF) are given by

Jor(@) = Ry ™ e (1)

(.T) — Y (mq7 )\qZL‘)

i ['(mg)

9q

2)

Q—q, m, and €2, denote the fading severity and the average channel power gain,

q
respectively, I' (.) and 7 (.,.) are the Euler and the lower incomplete Gamma functions [21, Egs.

where \, =

(8.310.1), (8.350.1)], respectively. For a natural number m,, the above CDF can be written as
[13, Eq. (8.352.1)]

mg—1 )\k:Ck
Fy () =1—e 37 = ®
k=0 ’

The received signals at R, Ej at both hops, and D are given, respectively, by

vy = /Psi||hg gllzs, + Ws.pnp, i =1,.. N, )
yg%k Y, PSi hSiEkaSi + €y PSJHhSJEkaSJ + Wi B D, ®)

k=1,.,M, i=1,., N, J+1,

yQEk =V PRHhREkaR + WREknEk7k = ]-a A3 M7 (6)
yp = V/ Pr||bgpllzr + Wrpnp, (7N

with

0, Absence of a jammer
€E =

1, Presence of a jammer

Here, P, and z,, denote the transmit power and signal from the node n, respectively where

:
n = {S;, R}, w, = HE_ZII’ q = {SiR,S;Ey, REy, RD}, while h, denotes L, x 1, channel

vector of the links S;-R, S;-Ejy, R-D, 1 denotes the transpose conjugate, and ||.|| represents the

Frobenius norm. Also, ng, np, and ng, , denote the /V,, x 1 additive white Gaussian noise vector



at R, D, and Fj, respectively. For the sake of simplicity, all noise power vectors’ components
are considered equal N.

Throughout the transmission process, both S;, and R have to adapt their transmit powers so
as to avoid causing harmful interference to the PUs. Thus, the transmit power of the source
and the relay R taking into consideration the maximum constraint power can be, respectively,

expressed as

P
Ps, = min (Pg?w, —I) i=1,.,N, (8)
‘ gs,p
and
P
Py = min (pgm, —f> | ©)
9rP

where Pg“" and Pp'®* denote the maximum transmit power at S;, and R, respectively, while

P; accounts for the maximum tolerated interference power at Pg,.
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Fig. 1: System setup.

III. SECRECY OUTAGE PROBABILITY

In this section, we start by defining the secrecy capacities for the two hops’ links. Next, we
present the SOP analysis in terms of both closed-form and asymptotic expressions for various
cases of fading severity parameters, specifically, those of the legitimate and the wiretap links
of the first hop. Also, two scenarios will be considered, namely, the presence and absence of a

friendly jammer.



A. Secrecy Capacity

The secrecy capacity can be defined as the maximum rate at which the transmitted information
can confidentially reach its intended destination. In our considered system, the secrecy capacities

in the case of presence and absence of a friendly jammer are given, respectively, by

Ci = min (€, ), (10)
) = k:HlllnM (Cgk)’ Cé?) ’ (ih

where

. C(Z ") and C’(Z ) denote the secrecy capacities at the first hop, i.e., the difference between
the capacity of the main link S; — R and the one of the wiretap channel S; — Fj, in the

presence and absence of a friendly jammer, respectively, and can be written as

1+7(Z) i,k,J
ogy | — g | > e
1+

clok?) — N , (12)
0, elsewhere
1495 (i) o (0:k)
(k) |+ k) TR TiE
Cig’ = 1B : (13)

0, elsewhere

where ® denotes the instantaneous SNR at R, while (&k,]) and (6.k) stand for the SNRs
Tr NE ME

at the eavesdropper £}, in the presence and absence of a friendly jammer, respectively, and

are given by

74 = min (vs , ) ng R (14)

min Vs Zu 19 (u)
(ikd) _ ( i gsp) S, B¢ 5
NE i (~ > Ek L 1 (15)
7S5 95, gs P u= S E<u
LEk

Yig) = min (’75 , ) Z 9,50 (16)

and 7g, = szm’/]\/'o, ¥, = Pr/Ny, and Vs, = Pg}“/NO.



. C’é? is the secrecy capacity of the second hop, representing the difference between the

capacity of the link R — D and the one of the wiretap channel R — Ej

I+
log, (—(k)> , YD > ’VéE)
025 = L+ g ) (17)

0, elsewhere

where vp, and 75’2 denote the instantaneous SNR of the main link R — D and the channel

R — Ej, respectively and are given as

Yp = min (737 ) ng, (18)
LEk
Y4p = min ( ) ZgRE w, (19)

with 7, = P2 /N,

Remark 1. « One can see from (14) and (15), that the PHY layer security at the first hop
in the presence of a friendly jammer can be enhanced by increasing separately 7, 7.,
or ¥g,. Indeed, the increasing scale of the SNR at the relay exceeds the one of the kth
eavesdropper as a jamming signal is added to the one received by Fj. However, in the
absence of a friendly jammer, one can see from (14) and (16) that only the impact of
legitimate and wiretap channels’ parameters can make the distinction between the two
associated SNRs. Consequently, the smaller \g, g, the greater the secrecy capacity and then
the security gets improved.

o From (18) and (19), it can be noticed that increasing either 7 or 7; enhances more the
capacity of the legitimate link as D performs the MRC technique. Additionally, increasing
the number of antennas at the receiver increases the SNR at D. Consequently, the system’s

security gets enhanced as well.

B. Exact Secrecy Outage Probability

In this paper, the SOP is chosen as a performance metric and it accounts for the probability
that the secrecy capacity is less than a predefined secrecy rate R,. For the considered system, the
N sources are taking rounds in accessing the spectrum then one jammer is randomly selected

among the N — 1 remaining sources. The SOP if there were no jamming, can be expressed as

SOP = Z Sop® (20)



while in the presence of a jammer, it becomes [17]
N
SOP = Z > 50 1)
i=1 :1

where SOP® and SOP(/) account for SOP of the system linking S; with D in the presence
of eavesdroppers, and in the absence and presence of the Jth friendly jammer, respectively. The
SOP of the considered system stands for the probability that at least one of the secrecy capacities

falls below a predefined secrecy rate R, namely

M
SOPE) =1 =TT Pr (min(C{g"”, i) = R,) (22)
1
M o
=1-[I [t - s0PE] [1-s0p],
k=1~ i
and
Mo -
soPY =1-T[ [1-s0P™] [1-s0RP], (23)
k=1~ i

where SOPl(i’k’J) and S OPl(i’k) stand for the secrecy capacities at the first hop in the presence
and absence of a friendly jammer, respectively, and S OPQ(k) represents the secrecy capacity at the
second hop. One can see from (22) and (23) that the computation of SOP requires the knowledge
of SOPl(i’k’J), SOPl(i’k), and SOP;k) as well.

Remark 2. As SOPl(i’k’J), SOPl(i), and SOP2(k) are between (0 and 1, it is worth mentioning that
the greater is M, the greater is SOP (approaches 1), and then the system becomes vulnerable

to eavesdropping attack.

Theorem 1. The closed-form expressions of S OPl(i’k’J), S OPl(i’k), and SOPQ(k) under Nakagami-

m fading model are given by (24), (25), and (26), respectively, as shown at the top of the
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where G (at)iss denotes the Meijer’s G-function [21, Eq. (9.301)], G}, | 2 (@, buisp
(bu)ugq (CU) du)ugq

accounts for the upper incomplete Meijer’s G-function [22, Eq. (1.1.1)], and ' (., .) denotes the
upper incomplete Gamma function [21, Eq. (8.350.2)].
Proof: The proof is provided in Appendix A. [ ]

C. Asymptotic Secrecy Outage Probability

In this subsection, we provide an asymptotic analysis of the derived closed-form expressions
of the SOP. The expressions given in (24), (25), and (26) can be approximated for SNR regime

by considering 7p — o0.

Theorem 2. The Asymptotic expression of the SOP in the absence of a jammer is given by (50)
as shown in the next page, while it is expressed in the presence of a jamming signal depending

on various cases as follows
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where P(q) = 1 — sgn(Lymy—1), ¢ = {SiR,S;EL}, sgn stands for sign function
Auee(®), Auees, and <C§i”“"’ )) are defined in (51), (52), and (53)-(55), respectively,

1={1,2,3}

Proof: The proof is provided in Appendix B.

IV. RESULTS AND DISCUSSION

In this section, we validate the derived analytical results through Monte Carlo simulation by

generating 10° Gamma-distributed random variables. The setting parameters of the simulation
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are summarized in Table 1. Indeed, the values of fading severity parameter m, have been chosen
such that the wiretap channel is better than the legitimate one. Moreover, their values are taken
integer in the range 2..5 similarly to [6] and [20]. On the other hand, the average SNR, which
is inversely proportional to A,, the legitimate link is considered better than the one of the
wiretap channel. It is worthwhile that these parameters are associated with all figures except
those indicating other values. As one can see in Figs. 2-5, all closed-form and simulation curves
are perfectly matched for considered parameters’ values.

Fig. 2 and Fig. 3 depict closed-form and asymptotic expressions for the SOP versus 7; for
various values of antennas’ numbers in both the presence and absence of a friendly jammer
cases, respectively. As stated in remark 1, It can be noticed that the greater 7;, the smaller the
SOP. Interestingly, above a certain threshold of 7; the SOP becomes steady this can be obviously
justified from (8) and (9) that above that threshold, both sources and relay will always transmit

with their maximum powers. Consequently, the legitimate and wiretap capacities of each hop

TABLE I: Simulation parameters.

Parameter M N AS;R As;P | As;Es
value 3 4 0.1 0.3 0.6

Parameter | Arg, ARP ARD ms,R | Ms;p
value 0.6 0.2 0.1 2 3

Parameter | ms;g, | MrD | MRE, | MRP

value 5 2 4 3
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Ey SyE} S;Ey,

LEkmSiEkfl

X Z Qg’k)r (LEkmSiEk + LRmSz‘R — LEkmSJEk —h— 1) I (LEkmSJEk +h+ 1)

(v

Lg, ms,p,+Lrms,r—LE, ms,;p, —h—1
— < (k)) k k kS Ey
= (]

remain constant, leading to a constant value of SOP. Interestingly, by comparing the SOP values
in the two aforementioned figures, one can ascertain that better secrecy is achieved by using
a friendly jammer. In addition, the asymptotic curves are plotted under the considered fading
severity values (i.e., mg,r = 2, mg,g, = 5) from Eqs. (37), (51)-(53). Clearly, the asymptotic
curves match with the closed-form ones in high SNR regime.

Fig. 4 illustrates the SOP versus 7g, for numerous values of branches’ number Lp at the
receiver D. Again, as indicated in remark 1, one can realize that the higher 74 ; and Lp, the
smaller the SOP and therefore the system’s security gets improved.

Fig. 5 and Fig. 6 show the SOP as a function of the number of eavesdroppers M for different
values of 74 and by considering both cases i.e., presence and absence of jammer. One can
observe that the smaller 74 or the greater M the worst is the system’s secrecy as highlighted in
remark 1 and 2, respectively. In addition, introducing a jamming signal improves significantly the
secrecy performance for high values of 74 or in the presence of small numbers of eavesdroppers.
Fig. 7 depicts the SOP as a function of the number of eavesdroppers by considering the presence
and absence of a friendly jammer. It is worth mentioning that better security is obviously achieved
for the case of presence of jammer and multi-antenna nodes, while the scenario of the absence of

jammer and legitimate nodes equipped with a single antenna is the worst case. For this reason, our

)
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Céz,k,J) _ Y i v (mSJP7 SOJ) ( SJEk) + <§i(k,J)> kST E r (mSJP + LEkmSJEk-7

wwlrms;R—LE ms ;B )\SiEk

(_I)LEkmsJEk*LRmsiR r (LEkmSiEk + LEkmSJEk>

LEkmSJEk

\ Closed-form
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Fig. 2: SOP vs 7; for different values of antennas at the destination in the presence of a friendly

jammer for n =0; =0 =0.1and Ly = Lp, = Lp = L.

aim here is to investigate if the security gets enhanced when having artificial noise and legitimate
nodes with a single antenna or the scenario of the absence of jammer and all legitimate nodes
are equipped with multiple antennas. One can obviously notice that the system’s security is
improved when diversity is used at the legitimate nodes. Additionally, in the presence of an
important number of eavesdroppers, the friendly jammer does not contribute to the enhancement

of the system’s security.

V. CONCLUSIONS

In this paper, the physical layer security of a dual-hop underlay uplink CRN operating under
Nakagami-m fading channels was investigated. We considered multiple sources communicating,
in turn, with the base station through a relay in the presence of several eavesdroppers attempting
to overhear the communication channels. All receivers, i.e., legitimates and wiretappers, were
assumed to be equipped with multiple antennas and perform the MRC technique. Closed-form

and asymptotic expressions for the SOP under various cases of fading parameters’ values were
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derived by considering two scenarios namely, (i) presence and (ii) absence of a friendly jammer.
The obtained results showed that the best secrecy is achieved in the presence of a small number
of eavesdroppers when increasing the transmit power of the SUs’, the number of antennas
at the legitimate receiver and the maximum tolerated interference power at the PU as well.
Interestingly, we showed that equipping the legitimate nodes by multiple antennas leads to a
noticeable enhancement of the system’s security rather than sending an artificial noise. As future
work, we intend to investigate the impact of NOMA jointly with the key parameters considered

in this work on the system’s secrecy. We also intend to consider the case of amplify-and-forward
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Fig. 6: SOP vs number of eavesdroppers and 7, for 7, =74 = 7 = 20 dB.

relaying protocol and investigate the impact of numerous jammer selection policies on the overall

system’s security.

APPENDIX A: PROOF OF THEOREM 1
A. Expression of SOP at the First Hop

The SOP at the first hop in the absence and presence of a friendly jammer is given, respectively,
by
SOP(™ =1 — 4 / fos,p ()28 () da, (56)
=0
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Fig. 7: SOP vs the number of eavesdroppers in the presence and absence of friendly jammer

and different numbers of antennas for 7y, = 20 dB.

SopEHT) =1 — 5 Frop (@) 2P (2 da, (57)

where (57) and (56) hold by using integration by parts on [23, Eq. (33)] , with

(3,k,J)

2177 (x) = / F91gspa VYT = 1) Eipn o (y)dy, (58)
0 ) 4 i
and
—(i,k >
= (2) = /0 Fogspme VWY =D F o (y)dy, (59)

and ~ is being defined in Theorem 1.
« Conditional CDF of fyl(;)

The CDF of 7](;) for a given gg,p can be expressed as

N ——
Fvl(?lgsip:z (z) =Pr (mm (’Ysia ?I) Es,r < z) (60)

where SSiR = 2521 9S;Ru> o (:IZ‘) = 751- for z < 7]/75’1- and @ (33‘) = 71/x for x > 71/75‘1-'
1) SOP at the First Hop with the Absence of a Jamming Signal: The conditional CDF of

(i,k)
E

Y1 can be expressed as

(= i1
P pme) =P (min (73,22 ) 0, < )

_ Y
- (_@ (x)) . (61)



L
where Eg,5, = Y .5 95,50

It is worth mentioning that for i.i.d Nakagami-m channels, £,z and Es,p, are Gamma
distributed with shape and scale parameters Lrmg, g and Ag,r, L, ms, g, and Ag, g, , respectively.

Substituting (60) and (61) into (59), and using [24, Egs. (06.06.26.0004.01), (07.34.21.0088.01]

yields
Lrms.r _5SiR Lrpmg.p—1

: A it B2 i .
—(i,k) SR (%)
= x) = T (62)

2 ( ) olrms;r (I‘) r (LEkmSzEk) F(LRmSiR) Y !
<)\S¢R’7)_l_1 r NS, By =1, 1;—
2\ v = 5
P (l‘) ASiRY Lg,mg,g,;0

where Tl(i) is defined in (35).

Now, replacing (62) into (56), one can obtain

Lrms,r Lrpms;r—1 T(i)
SOP™ =1 — SR l
I+1
I'(Lgmsp) N(Lems,r) = (vAs;r)
12 [ AsiE, =1, 1; =
S;R7Y LEkmSiEk;O
where
_SsR
> fos,p()e 7@
Hy= [ 2t gy (64)
0 @ RMS,R—l— (x)
_%ifs,R
— Y (m )
_—Lgms,g+l+1 “Lrmg i1 ) TSPy PS;
(@) V1 i
= £ mg, p e €s;R
F(mSiP) As, P F(LRmSiRJFmSiP I-lpg,+ 7;1) ’
€g;r | “R™MS; RIS P
()

where step (a) is obtained by replacing ® (z) by its values, and performing some algebraic
manipulations.

Now, incorporating (64) into (63), (25) is attained.
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2) SOP at the First Hop in the Presence of a Jamming Signal: In the presence of a friendly

jammer, the CDF of ’y%k"]) for a given gg,p is given by

@ [ y(t+1)
F 15, p=a W) = /0 Fes.r, (W (652)
X WIEJ) (t) dt
1w (y) (65b)
LEkmSiEk:_l
Lg,ms,g, —1 (h)
X
> (Mmoo
h=0
where W) = min (‘ i) & & = ZLEI“ V(y) = [~ the” yls(fktp (t)dt
k PYSJ7 gs, P SjELs ©SjE) u=1 gSJE£“>7 ) 0 W}i‘” )
_Y
\I/z(k) (y) = W. Here step (65a) holds using the definition (15), while step (65b) is
obtained by using integration by parts alongside the Binomial formula for a positive integer
Lg,ms,g,. Importantly, the derivation of the CDF of 7%‘“]) requires the one of W,gj), given as
Fo(t) =Pr (SSJEk < _L, r > VSJ) (66)
k fySJ gSJP

PR
—l-Pl" (@S__7 ’)/I §751>
gs,p Yr 9s;p ‘

l V1 k,J)
= Feg p, (%) Fos p (%> + I,
J J

k,J t
z* = fos, o V) Feg p (%y> dv 67)

where

—~

(a) / F<mSJP — S?QOJ)F<LEkmSJEk + S)F<_S>d3
- -1

£ 21T (1 — s) (kt)° ( ,3”)
=578 W),

where j = /—1, £, is a vertical line of integration chosen such as to separate the left poles of the

(1 —ms,p,s),(1,0); —
(Lg,ms,g,,0); (0,0)

K = As,E. /s, P71, ©J » and B,ij) are defined in Theorem 1 and (34), respectively. Step (a)

holds using [24, Eq. (06.06.26.0004.01)] alongside with (1) and (2). As mentioned above, &s, g,

above integrand function from the right ones, A,(CJ) (t) = G;é Kt

is also Gamma distributed with parameters Ly, mg, g, and g, g, .
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Substituting (67) into (66), we get

As; E
7<LE MS, By = kt)
Fyon (1) = 8 S IR ' (68)
Xy (mg,p,ps) + 2,7 (t)

Now, it remains to compute yh) (y) so as to evaluate (65b). Using (68), yields

V(h)@) = 5;({]) (7 (ms,p,¢J) 7’1(’1) + E(h)) ) (69)
where
o _¥AsiEy A
ﬁ”:/ ﬂzﬂﬁ%(@m%&,?m§ﬁ
0 Vs,
0
A 1; —
x Gy | Z2By dt
Vs, LEkmSJEk;O
h+1
w [ P(x
= (ASLEL) o (v), (70)
ik
(k,J) _h7 17 - . . .
with ©" (y) = G%jg @T@(x) and ng"]) is being defined in Theorem 1. The

Lg,ms, ;0
equalities (a) and (b) follow by using Eqgs. (06.06.26.0004.01) and (07.34.21.0088.01) of [24],

respectively.
On the other hand, the term T;h) can be expressed as

vAs; By

ﬁm:/t%‘wﬁgﬁmﬁ
0

o () L

xI'(mg,p—s,¢5) T (Lg,ms, g, + 5) (g) ds
d ( h+1
ik
) ) 170a _h’70 ;T () x
where G)gh) (y) = Gé:g g ()5 (1,0), ( ) g =S %(P( )7CJ =1 —mg,p, and

(LEkmSJEk7 0); (07 O)

§i(k"]) is being defined in Theorem 1.
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Finally, the conditional CDF of 7%“‘]) can be expressed by substituting (70) and (71) into
(69) and then replacing it into (65b), yields

F (i,k,J

NME )lgSZ-P:x

(y) =1-0" (y) B

LE ms.g -1 L . —1
y k'SP ( EkaZEk )(I)thl (x>

h=0 ()\SiEky>h+1

(h)
ms,p, ©
| 7 (msyp Sé)f) N 72)
+65" (y)

Now, the remaining last previous step in this proof consists of computing Egi’k"]) (x) . Indeed,
by differentiating (60) and using (1) alongside with (72), (58) can be rewritten for a positive
integer Lrmg, g as
B r (LRmsiR, %)

Y'(Lrms,r)

Lg,ms; g, —1 (i,k) _Esir
(k,J) ), e *@

h=0 (® (.T))LEkmSiEk"’LRmsiR—h—Q

LRmsinl

<Y 10 [y s e U + UM (73)
=0

where &g, g, QS”“), a(k"]), and Tl(i) are defined in (30), (32), (33), (35), respectively, and

e =*)
u(gh,l) _ / yLEkmsZ.Ek-i-l—h—le—Wy@((lh) (y) dy, a = {1’ 2}’ (74)
0
(k)

with @; " is being defined in Theorem 1.

The two above terms can be expressed as

@ ( ) l+LEk:mSiEk:_h
T
u = ( ) M (=07) (75)

=0

u(hJ) _ 1 / r (LEkmSiEk +1—h+ 3) r (mSJP - S, QOJ)
=
L3

27Tj oz —Lg,ms; gy, —l+h
(ﬁﬁ,g) (1)

i

" I'(Lg,ms,g, +s) T (=s)I'(1+h— S)ds,

S
(k) (8)
I

Lpms; gy, +H—h k,J) (k)
o(x)\ " iy [ !

Y1
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where Mgh’l) (e) and /\/léh’l) (e) are defined in (27) and (28), respectively. Note that (75) follows
relying on [24, Eq. (07.34.21.0088.01)].
Henceforth, substituting (75) and (76) into (73), yields

r <LRmSiRa %)

—(i,k,J
= (@) =

Y(Lrmg,r)
Lg, ms. g, —1 . §s;R
(k,J) R Q;f’k)e_ 6
% Z (Q) (x))LEkmSiEk+LRmSiR_h_2
h=0
LRmSiR_l LEkmSiEk+l7h
@ [ 2 (z)
<y )
1=0
V(WSJJ% wy) M ( (k) 9(’” )
X h 1) (k D) o (k) (77)
Now, replacing (77) into (57), we obtain
Ay k,J
SOPIUET) — 1 — + yah)
F(LRmS R)
Lg,ms;g,—1 Lrms,r—1 (i)
(i,k) 1,7 Ay
X Z Qh Z < (k))l+LEkmSiEk_h
h=0 =0 w,
Y (ms,pr00) M (=M00)
X ) , (78)
(h1) [ s, w,
()

where

A = /000 Fyo,p ()T <LRmS¢R7 %) du

@ 1 v (ms;p, s,) I <LRmSiR7 %SSR)
F(msl.p) +M3< EsiR )

As, PYp

) (79)
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_isR
e [ os,o (2)e”*
o |

) (J:))LRmSiR*l*l

—£§iR mgs.p
_ 7 (mSiP’ 9051‘) e S )\Szlg
- _Lrmg.p—1—1 _Lrmg.p—1—1
I'(ms,p)7g I (mg,p)7y," "
&SR
r <m3ip + LRTI’LSiR —{— 1,g05i + = )
X 75 (80)
s ms,p+Lrms,r—1—1 ’
(rsr+52)

with M3 (e) is defined in (31). Equality (a) holds by replacing ® (z) by their values and along
using [24, Egs. (06.06.26.0005.01), (07.34.21.0088.01)].
By substituting (79) and (80) into (78), (24) is attained.

B. Expression of SOP at the Second Hop

In like manner to S OPl(i’k), SOPQ(k) can be expressed as

SORY =1-4 / Fone (@)EP (2) du, @81)
0
with

= (z) = / Fyplgnp=2 (Y F7y —1) F o (y) dy. (82)
0

Yo |9RP=2

One can notice from (82) that in order to calculate SOPz(k), it is necessary to find first the

conditional CDFs of vp and fyg;) for a given grp.

« Conditional CDFs of vp and 75’;;)

Let’s define Yrp = ZtL:1 9grp,- In a similar manner to (60), the conditional CDFs of vp and

7;’;3) are given, respectively, by

Eplgrp=2(2) = Fyyp (ﬁ) : (83)
F’Yé?\gzzp=z <y> - FgREk <%> ’ (84)

L _ — — _ —
where Erp, = .ok Ipps D(x) = 7p for x < 7,;/7 and D (z) = 7;/z for x > 7, /7p.
It follows, in a similar manner to &g, g, that Egp, is also Gamma distributed with parameters
LEkaEk and )\REk-

« Expression of Eék) (x)
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It is worthwhile that Yrp 1s Gamma distributed for 1.i.d Nakagami-m random variables with
shape and scale parameters Lpmpgp and Agp, respectively. That is

£
e 8

Lpmgp—1 00 P Y
« B.~? Je~ D@ Y~ L BBk
Z ]7 /0 ye v ( EkaEkd D(ﬂf)y

_€RrD
®) )\IL%%"LRD e D)

’YF(LDle))F (LEkaEk) DLpmrp-1 (JI)

Lpmgrp—1 J+1 A i1
y Z B; ( ) L2 RE, Js L

ARDY Lg,mpgg,;0
where 3; is defined in (36). Note that step (a) holds by substituting (83) and (84) into (82),
while equality (b) follows by using [24, Egs. (06.06.26.0004.01), (07.34.21.0088.01)].
Substituting (85) into (81), yields

: 85
. (85)

L Lpmgrp—1
\Lpmrp Bj

SOPM =1 - 1D >

F(LEkaEk)F(LDmRD) =0

Aj+1

ARE, =7, 1; =

ARrDY Lg,mgg,;0

x J;Gys , (86)

where

jj:/ forp () (D (a:))_LDmRD+j+1 ef%dx
0

_&RD
] e zR Y(mep.©R)
(a) VRDWRD*J*1
- , 87
Dlmae) | | 7 r(oens2) | &7

_Lpmpp—j—1/¢ vj
TPOTRD T (S )

where v; = Lpmpgp +mprp —j — 1, pr is defined in Theorem 1. Here step (a) is obtained by
replacing D () by its values and using (1) alongside with Egs. (3.381.1) and (3.381.3) of [21].
By considering % = ¢ and substituting (87) into (86), one can obtain (26) which concludes

the proof.

APPENDIX B: PROOF OF THEOREM 2

In this section, we make use of the residues theorem in order to find the approximate

expressions of Meijer-G’s function given in (24).
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A. Asymptotic Expression of S OPl(i’k’J)

1) Case 1: Presence of Jammer: The Meijer-G’s functions ./\/lgh’l) (z) and /\/lgh’l) (z) given in

(24) can be expressed in terms of complex integral as

(hi) (L / I'(Lg,ms,g, +5)T(1+h—s)
27y Ls F(l—s)

xI'(Lg,ms,g, +1—h+s)(—s)z"*ds, (88)
and

MYV (2)

. 1 / F(LEkmSJEk—FS)F(l—Fh—S)
21 g, ['(1-5s)

x I (LEkmSZEk +1—h+ S) r (—S)
x I'(mg,p— s,¢) 2z °ds. (89)

It is noteworthy that the conditions of [22, Theorem 1.5] are satisfied. That is, the two above
functions can be written as an infinite sum of the poles belonging to the left half plan of Ls.
Furthermore, as the upper incomplete gamma function in (89) is always finite for ¢; # 0, it
follows that the integrand functions of the two above equations have the same poles. Additionally,
it is clearly seen that the order of the left poles depends on the values of Ly, mg, g, , Lg, ms,E,,
h, and [. Owing to this fact, three cases can be distinguished:

e —Lpms,g, < —Lg,ms,g, — [+ h:In this case, the two integrand functions given in (88)
and (89) admit —xy,, with xp;, = Lgms,g, +1 —h+rand 0 < r < L mg, g, —
Lg,mg,g, — !+ h —1 as simple poles and —p, with o, = Lg, mg,r, + r and r natural
number as poles of second-order.

o —Lg,mgs,g, > —Lg,ms,s, — !+ h : Under this condition, the aforementioned integrands
have —p, with 0 < r < Lg, mg,5, — Lg,ms,5, +1 — h — 1 as simple poles and —x,
where r € N as poles of second-order.

o —Lg,ms,g, = —Lg,ms,g, — !+ h:Under this assumption, the two integrands admit only
poles of second-order at —p,., r € N.

a. —Lgmg,g,< —Lgmgg—1+h

Relied on [22, Theorem 1.5], /\/lgh’l) (z) can be rewritten as series of residues at the aforementioned

poles
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Or—Xh,l,r—1

MM ()= 7 lim Qi(sz)

$—=—Xh,l,r
r=0

o0

£ 9 (5,7) ©00)

S§——0r 08

where

Q1 (s,2) = (Xnir +5) T (Xnyr — 7+ 5)
" I'(Lg,ms,g, +$) ' (=s)I'(1+h— S)Z_s
I'(l-2s) ’

On
and

QQ (57 Z) = (QT + S)2F (LEkmSiEk +l—h+ 5)

x I (LEkmSJEk + 5) I (_5) r (1 +h — 5) 8
I'(l-—s) '

92)

Obviously, the limit of (), (s, z) can be expressed as

1T (L | l '
lim @ (s,2) = (=)' I'(Lg,ms,p, +1+7+1)
o T Xhir

x T (LEkmSJEk - Xh,l,r) ZXhbr, (93)

On the other hand, using [24, Egs. (06.14.06.0026.01) and (06.14.16.0003.01)] the partial derivative

of Q2 (s, z) is given by
0Q2(s,2) (54 0,)°T (Xnyr — 7+ 5) I (—s)

os [—s)zs
< I (Lg,ms,p, + )T (1+h=5) G (2,5), (94)
where G147 (2, 8) = —logz +(r + 1) + ¥(0r — Xnar +7+1) =2 — (1 4+ h — s).
Replacing (94) and (93) into (90), yields
or—Xh,l,r—1
~ —1)"T'(Lg,ms,B, — Xnir)
D () — ( ¢S By = Xhi,
! ( ) ; 7,!Xh,l,r

x I (LEkmS-Ek + 1474 1) 2Xmtr

+§: ) (bt o+ 1)
=0 LEkmS Ey + Or _Z‘Fh)'k'QT

x 2G0T (2, —0,). 95)
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. hyl
In similar manner, Mé ) (z) can be expressed as

Or—Xn,1,r—1

M(zhal) (z) = Z (_1)T r (LEkmSiEk +l+r+ 1)

X b2 X0

k=0

x I (ms_,P + Xhirs <PJ) r (LEkmSJEk - Xh,z,r)

+i QT‘ Xhlrl"( +h+g7') Zgr
LEkmS Ek + QT - l + h)‘r‘QT

(G (2, —0,) — log (¢)]
xI' (ms,p + or, 05) — V" (0,)

r—=

Y

(96)

3,0 — 1,1
where V) (0,) =Gy | @5
07 07 mg;p + Or; —

Interestingly, one can notice that o, > X, for Lg, mg,r, > Lg,mg,g, +1—h. Consequently,

the second summation in the two above expressions can be ignored as z approaches 0, i.e.,

M(hJ) (Z) ~ I (LEk (msJEk - mSz’Ek) -1+ h)
' (LEkmSiEk +1 - h)

x T (Lg,ms,g, +1+1) SLmyms; gy Hl=h (97)

and

I'(Lg,ms,g, +1+1) ZLmms; B H=h
(LEkmSiEk +1— h)

x T (LEk (mSJEk - mSiEk) — 1+ h)
x T (mS.IP + LEkmSiEk +1— h, QOJ) . (98)

b. —LEkmSJEk> _LEkmSz’Ek—]‘ +h

Analogously to the previous case, the integrals (88) and (89) can be computed relied on [22,
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Theorem 1.5] and [24, Eq. (06.14.16.0003.01)], respectively, as

Xh,l,r—0r—1

Z F(LEkmSiEk‘|‘l—h—Qr)F(1+h+Qr>

MM (2) = =
= rlo. (—=1)"" z—er

e Xhlr or 1+ h+ .
+Z ( Xhz)

— Xhlr—LEkmsJEk)'T'Xhl ZTXhbr

Y(r+1) +p(—=Lg,ms, 5, + Xnir +1)
(1 + Lpms,g, +1+7) + 1 —log 2

?

99)

and

Xh,l,r—0r—1 (

h,l
MG (2) = =

r=0

x I'(1+h+ o) 22T (ms,p + 0r,01)

[e.e]

+Z( Xh,l,r_QrI‘(l_i_h_’_Xhlr)
(Xnir — 00)rIX R pzX0olr

r=0
x [2 =V ()] (100)

where

—logz+(r+1)

+(=Lg,ms, g, + Xnir + 1)
Z =T (ms,p + Xnis95) | —0(Lgmeg, +1—h+r) |- (101)
—(Lg,ms,p, +1+1r+1)
FY(1 4 Xnar) — log ()

One can notice that as o, < X, ./\/lgh’l) (2) and Mgh’l) (z) can be approximated when z

tends to O
I'(Lg,ms,m, — Le,m +1—h)
Rl E,MS,E E,NS,E
Mg )(Z) -~ & kL % JEy,
E,TNS; B,
x T (Lg,ms, g, +h+ 1) 2"57s05 (102)
and

I'(Lg,ms,g, +h+1)T (mg,p+ Lg,ms,g,,v1)
LEkmSJEk

MG (2) ~

x T'(Lg,ms,p, — Lg,ms, g, +1— h) 222555, (103)
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C. —LEkmSJEk: —LEkmSiEk —1 + h
For this case, the two complex integrals given in (88) and (89) can be expressed by performing
some algebraic operations as

M(hvl) (Z) _ f: (_1)Qr*Xh,l,r r (1 +h+ Qr)

X Zé’rg(hyl’r) (Z, _QT) X (104)

and
(hJ) _ o0 (_1)Qr*Xh,l,rI“<1 _|_ h + QT) o
M (2) Z or — Lg,ms,p, — 1+ h)!r!grz
(G (2) —Tog ()]
xI' (mSJP + Or, (;OJ) - V(T) (Qr)

X

(105)
Again, MY“” (z) and Mgh’l) (z) can be approximated as z approaches 0 by
o, (D s
Lg,ms, g,
x T (Lgms,z, + Li,ms,s,) (106)
and
MED ()~ (—1)"emsam T BESE T (L, (s, + sy )
Lg,mg, g,
x I'(mg,p + Lg,ms,g,, ps) 222x™Ss8 log (2) . (107)

Finally, the Meijer’s G-function M3 (z) defined in (31) can be written in terms of complex
integral as

2 %ds. (108)

Mg (Z) _ 1 / I (LRmSiR + S) I (mSiP -5, ()OSZ)

215 S
It is worth mentioning that the conditions of [22] are applied also here. Thus, the above integrand

function can be written as an infinite sum of the left poles in £,. Besides, that integrand admits

only poles of the first order at 0 and —Lrmg,gr — r, r € N. That is

M3 (z) =T (Lrmg,r) I (msg,p, s,) (109)

_I_Z )™ T (mg,p + Lrms,r + 7, ¢s,)
7~l LRmSR‘i‘T) —Lrms,r—r

I' (ms,p + Lrms,r, ¢s;)
LRmSiRZ_LRmSiR

@ r (LRmSiR) r (mSiPa SOS'—L) -

Y
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with step (a) follows by considering only the first term of the infinite summation when z tends
to 0.
Finally, armed by [21, Eq. (8.354.2)] the upper incomplete Gamma given in (24) can be

approximated for small values of z as

Lo 1 Lo Lrms;r
r (LRmsiR, "f“) ~ T (Lgms,g) — ("E&R) . (110)
I Lrmg;r Y1

Interestingly, the SOPl(i’ka)

can finally be approximated in high SNR regime (i.e., 7; —
o0) by considering three cases, namely Lrmgs,r < Lg,ms,r,, Lrms,r > Lg ms,r,, and
LRmSiR = LEkmsJEk'

o Lpmg,r < Lp,mgs, g,

Substituting (97), (98), (109), and (110) into (24), and by considering h = Lg, mg,g, —1,
SOPl(i’k’J) can be approximated as

o Clirk.d)
SOP )~ =L (111)
Yoot

where Cfi’k"]) is given in (53).
° LRmSiR > LEkmSJEk
Incorporating (102), (103), (109), and (110) into (24), and by considering | = Lymg,zr—1,

SOPl(i’k’J) can be approximated as

Céi,k,J)

SOPIHT) (112)

_Lg, ms;g,’

where Céi’k"]) is given in (54).
o Lpmg,gr = Lg,ms,p,
Replacing (102), (103), (106), (107), (109), and (110) into (24), and by considering | =

Lrmg,gp—1, SOPl(i’k’J) can be approximated as

. . log (7
SOPIED , clien 108 (7r) (113)

)
_Lg, ms;E,

where Céi’k"]) is given in (55).
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2) Case 2: Absence of a Friendly Jammer: In order to derive the asymptotic expression of
SOPl(i’k) given in (25), we need to approximate the upper incomplete Gamma function. One

can ascertain by applying the Maclaurin series that

I'(a,b+cz) ~T (a,b) —czb* e, (114)

as z tends to 0. By considering only the two cases i.e., | = Lrpmg,r — 1 and | = Lrmg,r — 2

and performing some algebraic manipulations, one can obtain

As.E,.,5.R,S,R
Vi
where A, .o and A, ... are defined in (51) and (52), respectively.

SOP{™ ~ 1 — As,B,.5,R,R — , (115)

B. Asymptotic Expression of S OPQ(k)

As S OPl(i’k) and S OPQ(k) given in (25) and (26), respectively have the same shape, one can

see that

A
SOP® ~ 1~ App, pp — —RE%“’RD’R, (116)
I

Finally, replacing (111), (112), (113), and (116) into (22), one can get the expressions (37)-
(40), respectively. Furthermore, substituting (115) and (116) into (23), (50) is attained which

concludes the proof of Theorem 2.
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