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Abstract

As bots become more prevalent and smarter in the modern age of the internet, it becomes ever more important that they be

identified and removed. Recent research has dictated that machine learning methods are accurate and the gold standard of

bot identification on social media. Unfortunately, machine learning models do not come without their negative aspects such as

lengthy training times, difficult feature selection, and overwhelming pre-processing tasks. To overcome these difficulties, we are

proposing a blockchain framework for bot identification. At the current time, it is unknown how this method will perform, but

it serves to prove the existence of an overwhelming gap of research under this area.
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Abstract— As bots become more prevalent and 

smarter in the modern age of the internet, it becomes ever 

more important that they be identified and removed. 

Recent research has dictated that machine learning 

methods are accurate and the gold standard of bot 

identification on social media. However, with technology 

constantly developing, blockchain has become an 

increasingly powerful framework that has shown promise 

in the areas of healthcare and finance. At the current 

time, there is no research exploring the utility of 

blockchain in a social media bot identification context, 

and it is important for progression of technology to 

explore these possibilities. We propose a prototype of a 

blockchain-based bot identification framework which has 

the potential to be modified for practical use on modern 

social media platforms to aid in bridging the gap present 

between blockchain and bot identification. The prototype 

is based on the BitCoin system of verification, and has the 

potential for modifications to be made for further 

research and an expansion of the conversation 

surrounding blockchain and social media bot 

identification. 

Keywords— blockchain, smart contracts, bot 

identification, social media 

I. INTRODUCTION 

While the first bot to be introduced to the 

Internet, called WebCrawler, was deemed a benevolent 

bot [4], malicious bots have been on the rise. An area 

ripe with malicious bots is social media, where the 

bots not only have a negative impact on the platform, 

but also on the userbase according to recent literature 

[7]. In general, social bots tend to be used as fake 

followers to simulate fame on the platform, participate 

in spamming, bias public opinion, and limit free 

speech as determined by Lutz Finger [19], and all 

actions tend to have significant negative actions to a 

platform if the bots are allowed to continue existing on 

the platform.  Due to the overwhelming negative 

effects of social bots, a desire to identify them has 

emerged in order to remove them from the platform 

they exist on  and prevent them from performing 

negative actions.  

Unfortunately, as often as techniques to 

identify or thwart bots from infiltrating a website, 

those who create bots are making them smarter [17]. 

This results in a never-ending cat-and-mouse game 

requiring the constant evolution of bot identification 

techniques. This is prevalent in the evolution of 

CAPTCHA techniques, beginning as strictly text [16], 

but eventually involving pictures, audio, and other 

forms of media to outsmart the constantly-improving 

bots [18]. 

Despite the fact that bots are continually 

learning from the approaches we utilize to identify 

them, many improvements involve modifying past 

techniques. An example of this is modifying 

CAPTCHAs from text to selecting the correct 

orientation of an image being given [17]. This begs the 

question: why, instead of improving old methods, do 

we not develop more unique concepts? 

A very powerful concept that was first 

outlined in 1991 by Habart and Cornetta [2] is 

blockchain. Originally, it was intended as a method for 

reliable timestamping, but became popularized in 2008 

in a whitepaper by Satoshi Nakomoto where he 

discussed using blockchain for a cryptocurrency 

known as Bitcoin [3]. Since its inception, blockchain 

technology has shown promise in other areas outside 

of cryptocurrency and other financial applications due 

to its unique decentralized structure. With the 

invention of smart contracts, blockchain technology 

becomes an even more powerful tool that has been 

shown to have promise in the area of healthcare 

technology [1, 5, 6]. 

While CAPTCHA and machine learning 

techniques have proven to be a popular technique in 

the field of bot identification, we suggest that an 

exploration of other frameworks or concepts is 

necessary to slow down the rate in which social media 

bots are able to overcome the identification methods. 

We propose that blockchain-driven framework has 

many benefits that have yet to be explored in the 

context of social media bot identification at this time, 

and that upon further research, it may prove to be a 



useful tool against bots. In combination with smart 

contracts, human involvement, and decentralization, 

we propose that a forceful bot identification tool 

utilizing blockchain can be created and eventually 

utilized in modern social media practice. 

II. RELATED WORKS 

As mentioned in the previous section, many of 

the non-financial applications of a blockchain have 

been seen in healthcare. This research highlights some 

of the key advantages of blockchain technology, most 

notably the immutability and decentralized storage. In 

the work done by Linn and Koo [8], we see blockchain 

being used as an access control manager for health 

records. Despite future research being required to 

overcome limitations of the approach, this research 

demonstrates an innovative utilization of blockchain 

technology which proves that blockchain technology 

can be utilized in many domains. Similarly, Ekblaw et. 

al. demonstrated a similar approach by utilizing the 

fundamental aspects of blockchain to improve EHR 

systems [9]. 

Despite the significant work being done to 

explore the use of blockchain technology in healthcare, 

the most common methodology in bot detection 

research utilizes machine learning techniques. An 

interesting approach by Velayuthem and Tiwari [10] 

discuss training a model based on Twitter profile 

attributes (their number of followers, level of 

completeness, username, etc.) as well as tweeting 

patterns. A significant aspect of this research, as well 

as the work done by Alvari et. al. [11], [12], and [13], 

demonstrates that much of these approaches involve 

training models to detect patterns among the a given 

user’s public information. While the model 

architecture chosen, datasets used to train, and features 

detected by the model are all different, much of the 

approach is very similar. While all of the models 

proposed by the aforementioned researches performed 

well, it is clear that there is a trend among this field of 

research to train a model based on attributes and 

activities of a given user using social media. 

The current research toward bot identification 

is primarily focused on machine learning, with some 

other approaches such as graph-based techniques [14]. 
At the time of writing, there is no available research on 

bot (social media or otherwise) identification utilizing 
a blockchain framework, and thus, there is a 

significant gap in this line of research. While machine 

learning and other techniques have proven useful, as 
mentioned previously, exploration of other methods is 

extremely important due to the rate at which social 

media bots are capable of overcoming identification 

methods. 

 

III. METHODOLOGY 

Out proposed prototype aims to provide a 

proof of concept for utilizing blockchain in the context 

of social media bot identification. It serves to show 

that it is possible to build such software with the 

capability of performing bot identification with the 

blockchain framework, but no formal testing has been 

done to analyze the scalability, accuracy, or overall 

feasibility of the proposed prototype. 

Due to bot identification with a blockchain 

framework being an unexplored concept, our main 

methodology is to provide the conceptual prototype for 

further experimental trials to fully research the 

possibilities and potential drawbacks of using 

blockchain in this way. 

The prototype relies on human intuition of a 

blockchain participant to identify if a given user in the 

system is a social bot or a human user. This technique 

is not infallible, obviously, but it does allow users to 

feel in control of the platform they are a part of should 

they choose to, and removes a lot of uncertainty that 

surrounds “algorithms” that typically make the 

decisions and upset the userbase when 

misclassifications are made. We have also 

implemented a ranking system to the prototype to 

ensure accountability is upheld on those who make 

errors and dictates to what degree a classification can 

be trusted based on the participant’s ranking. A 

detailed description of the structure of the system can 

be seen in figure 1. 

 

 
 
Figure 1. UML Class diagram of the prototype 

 

The main goal of this prototype is to identify 

bots on a given social media platform (Twitter, 

Facebook, Instagram, etc.) so that they can be 

removed. The actual removal of the bots does not take 

place on the blockchain, however, the responsibility to 

remove the identified fraudulent users is to be handled 



by the platform utilizing the identification platform in 

whichever means they deem appropriate. The 

blockchain serves as a ledger accessible to the social 

media platform to then take action either manually or 

automatically depending on their system. Examples of 

use cases for the system are found in figures 2 and 3. 

 

 

 
Figure 2. Use cases involving the verification process 

 

 

 
Figure 3. Use cases following the verification process 

 

IV. PROTOTYPING 

Our proposed prototype was built with the 

BitCoin architecture in mind, meaning that the 

verification of users and/or bots occurs using human 

involvement. Each participant in the blockchain will 

view a pool of users and make a determination on 

whether or not they believe a user is real, or if they are 

a bot account. Upon making these decisions, the 

participant is required to perform Proof of Work. For 

the sake of simplicity in our prototype, we relied on the 

HashCash Algorithm [15], but different forms of Proof 

of Work can be implemented in its place during future 

research. The block diagram in figure 4 explains the 

process of identification in the prototype. 

 

 
Figure 4. Block diagram of user verification 

 

Our prototype also features a ranking system 

which is tasked with preventing participants from 

abusing the system. New participants start with a low 

rank which increases as they make verifications without 

incident. Should any verification they make be reported 

as false, the participant subsequently suffers a 

degradation in their ranking. Once a participant reaches 

the lowest ranking, they are removed from the system 

and are no longer allowed to make verifications. 

In order to enforce this rule, a smart contract 

stored on the blockchain is used. The smart contract is 

automatically deployed after each verification to 

increase a participant’s ranking, and should any 

misclassification reports be made, the smart contract 

will respond accordingly depending on the participant’s 

existing ranking. Figure 5 features pseudocode of the 

smart contract. 

Finally, the prototype features a distributed 
database design. The blockchain is stored in a single 

table with a row in the table representing a single block 

in the blockchain. Each participant of the system has a 
copy of this database, and therefore, a copy of the 

blockchain which is updated after each verification 

made on the system. The database also features all users 

in the pool of users to be verified, as well as the public 

information of each participant of the blockchain (i.e. 



their public username and their ranking). The ER 

diagram of the database is seen in figure 6. 

 

Figure 5. Smart contract pseudocode 

 

 

 
Figure 6. ER Diagram of the database 

 

The discussed prototype is very simple, but has 

the potential for modification to be used during further 

exploration of the possibilities of this topic. Possible 

modifications include, but are not limited to, other proof 

of work algorithms, implementation of the Proxy 

Pattern for further security, a more complex ranking 

system, and a more robust smart contract 
implementation. Experimenting with these different 

modifications can expand the potential of the prototype, 

which can result in significant advancements of this 

area of research. 

We also expect that existing criticisms of other 

blockchain applications will apply to this prototype as 

well, such as issues with scalability due to the large 

distribution of the blockchain, the unnecessary 

consumption of energy required in completing the Proof 

of Work, and security issues including DDos attacks, 

consensus delays, and mempool attacks. Without 

testing the prototype on a larger scale with significantly 

more users, it is difficult to know exactly how these 

issues, or others, may present in order to implement 

measures to protect against them. 

V. CONCOLUSION AND FUTURE WORK 

In the field of social bot identification, it is 

imperative to quickly develop methods to identify bots, 

but it is also important to develop methods that may be 

difficult for the bots to adapt to. Much of the literature 

on identifying social bots includes CAPTCHA 

techniques and variations, as well as machine learning 

methods. While most have very good accuracies, these 

techniques have much in common with previous 

techniques, which may make it easier for bots to learn 

from at a faster pace. 

A framework that has been recently 

popularized, blockchain, is a powerful system that not 

only has potential to be more difficult for a bot to 

outsmart, but has other benefits for users as well. This 

is due to the decentralization, human involvement, 

consensus, and smart contracts that are a part of the 

blockchain ecosystem. Our proposed framework makes 

use of all of these aspects, capable of performing the 

specified task well at a small scale. Despite this, our 

prototype serves only as a proof of concept to start a 

conversation about how best to design a framework of 

social bot identification using blockchain. 

Further research is essential to fully understand 

the best way to implement this type of framework, as 

well as the potential benefits and drawbacks. We expect 

there to be issues pertaining to scalability and the Proof 

of Work as has been criticized in previous 

implementations of blockchain in other fields. Without 

further exploration, it is difficult to know for sure what 

issues will arise. 
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