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Abstract

In this paper, we analyze the secrecy performance of a two-hop cooperative network consisting solely of energy-harvesting self-
sustaining nodes drawing energy from a multi-antenna power beacon (PB). Performance of such networks is quite different from
that with powered nodes. We consider optimal combining of the direct and relayed signals at the multi-antenna destination
as well as the multi-antenna eavesdropper. Since availability of channel state information at the source is impractical in such
networks, we assume fixed-rate signaling. To implement incremental signaling, we utilize feedback bits from the destination.
Assuming practical nonlinear EH, exact and approximate expressions are derived for the secrecy outage probability of the
selective decode-and-forward (SDF) and the incremental decode-and-forward (IDF) relaying schemes. It is demonstrated that
IDF has much better secrecy performance than SDF just as with powered nodes. However, unlike with powered nodes, the
secrecy performance is a convex function of the transmit power of PB. We propose a novel power back-off scheme to improve
secrecy under different network operating conditions. The security-reliability trade-off (SRT) is analyzed to highlight the
trade-off between outage and secrecy performance with the power back-off scheme. Simulation results validate the analytical

expressions.
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Abstract—In this paper, we analyze the secrecy performance
of a two-hop cooperative network consisting solely of energy-
harvesting self-sustaining nodes drawing energy from a multi-
antenna power beacon (PB). Performance of such networks is
quite different from that with powered nodes. We consider op-
timal combining of the direct and relayed signals at the multi-
antenna destination as well as the multi-antenna eavesdropper.
Since availability of channel state information at the source is
impractical in such networks, we assume fixed-rate signaling.
To implement incremental signaling, we utilize feedback bits
from the destination. Assuming practical nonlinear EH, exact
and approximate expressions are derived for the secrecy outage
probability of the selective decode-and-forward (SDF) and the
incremental decode-and-forward (IDF) relaying schemes. It is
demonstrated that IDF has much better secrecy performance
than SDF just as with powered nodes. However, unlike with
powered nodes, the secrecy performance is a convex function
of the transmit power of PB. We propose a novel power
back-off scheme to improve secrecy under different network
operating conditions. The security-reliability trade-off (SRT) is
analyzed to highlight the trade-off between outage and secrecy
performance with the power back-off scheme. Simulation
results validate the analytical expressions.

Index Terms—Energy harvesting (EH), physical-layer secu-
rity (PLS), selective decode and forward (SDF), incremental
decode and forward (IDF), security-reliability trade-off (SRT).

I. INTRODUCTION

Internet of things (IoT) is crucial technology in realizing
a connected world with sensors embedded in homes, cities
and manufacturing plants [2]. 5G and 6G networks will
provide network connectivity to these IoT devices besides
traditional cellular connectivity. One of the key requirements
of 6G network is to support connectivity to 10’s of millions
of internet of things (IoT) or machine-type devices (MTD)
per square kilometer [3]. Therefore, conventional battery
charging techniques and replacement are not practical. They
may not even be feasible in some scenarios (on-body sen-
sors and in-body implants in biomedical applications for
example). Further, devices without batteries have smaller
form factor and are cheaper. Such nodes will have to be
self-sustaining and use only the harvested energy to remain
active. Hence, self-sustaining and battery-less IoT devices
which harvest energy from RF signals will play a significant
role in 6G [4]. Additionally, relays have been incorporated
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into communication standards (LTE-Advanced) due to their
promise to improve both the reliability and range of the
communication network [5[], they are especially important
in self-sustaining networks since the large variations in the
link signal-to-noise (SNR) ratio greatly limit the quality of
service (QoS) that can be attained. Consequently, cooper-
ative communication links with EH self-sustaining nodes
are important for enhancing energy efficiency, reliability,
and range of wireless-powered cooperative communication
networks (WPCCN).

Due to the broadcast nature of the wireless medium,
communication is susceptible to eavesdropping by illegit-
imate receivers. Traditional security approaches employing
cryptographic algorithms and key management techniques
are computationally intensive and unsuited for low-power
IoT devices. Recently, physical-layer security (PLS) tech-
niques [6]] have been proposed to overcome security issues
using the physical characteristics of the channel without
using an encryption key. In seminal work by Wyner [7]
showed that secrecy is attainable when the eavesdropper
channel is a degraded version of the main channel without
using key-based encryption. The core idea is that exploiting
channel characteristics can enhance physical layer secrecy
by enhancing the strength of the main channel over the
eavesdropping channel. For powered nodes, the use of co-
operative relays in increasing the secrecy of communication
networks is now well investigated due its susceptibility to
eavesdropping attacks [8]]. It is apparent that understanding
the secrecy performance of WPCCN with EH nodes is quite
different from that of powered nodes, and needs to be studied
for use in next-generation networks.

A. Related Works

Recently, PLS of WPCCNs has been of interest to re-
searchers for the meeting requirements of future networks.
Cooperative jamming (CJ) is one of the techniques to
degrade the eavesdropper channel. In CJ, a friendly node
(source or destination) sends a jamming signal to confound
the eavesdropper while replenishing energy at the relay
node. In destination-based CJ [9]—[12], the source sends an
information signal to the relay, and simultaneously destina-
tion sends a jamming signal to confound eavesdropper and
replenishing energy at the relay. The relay then forwards the
information signal with the jamming signal. The destination
can cancel the jamming signal known to it while the
eavesdropper cannot. In [9], [10] artificial noise (AN) is
transmitted by the destination to enable EH (using either
time-switching (TS) or power-splitting (PS) ) at the amplify-



TABLE I: Comparison of literature on Cooperative Jamming, Artificial noise, Relay/Jammer selection, Destination

assisted Jamming and our work.

Method of Secrecy EH Nodes EH Technique EH Source

[9] Destination-based CJ Relay SWIPT Destination jamming signal
[10\:[12\ Destination-based CJ Relay SWIPT Destination jamming and source signal

[13] Source based jamming Relay SWIPT Source signal
[14]17] Relay based Jamming Multiple Relays SWIPT Source signal

[18] Intermediate node Jamming | Multiple intermediate nodes SWIPT Source signal

[19] Cooperative Jamming Multiple DF relays SWIPT Power Beacon
Our Work Power control Both Source and Relay PB-WPCN Power Beacon

and-forward (AF) relay. In [11]] both destination jamming
noise and the source signal are used to harvest energy at the
relay. In [[12] the authors study optimal power allocation for
jamming and information symbols in an EH AF relay.

Source-based CJ is also well investigated for enhanc-
ing energy harvesting at intermediate node while jamming
eavesdropper [13[-[16]. In [[13]] the authors use a fraction of
the source power for jamming and the rest for information
transmission with the aid of an untrusted EH AF relay.
In [14], secrecy is studied with multiple EH AF relays,
each harvesting energy from the source signal, and using it
for both signal transmission and jamming. A beamforming
vector at the relays is determined optimally to maximize
the achievable secrecy rate. In [[15]], the secrecy performance
of a cooperative network with intermediate EH nodes (each
having finite storage) is studied. Each node acts as a relay for
information transmission as well as a jammer. Using energy
accumulation and storage information at the nodes, secrecy
improvement is achieved. In [[16]], multi-antenna EH nodes
harvest energy from the source signal, with nodes acting as
either relays or jammers based on their decoding status. The
authors propose a secure beamforming scheme for selected
relays to enhance secrecy with both TS and PS at the relay.
In [17], [18]], uses best node selection, among multiple EH
intermediate nodes, for information transmission and rest as
jammers to enhance secrecy.

To enable the energy harvesting process at the relay
node, simultaneous wireless information and power transfer
(SWIPT) was proposed in [20], [21]. In [22]], [23]] power
splitting (PS) and time-switching (TS) protocols were used
to harvest energy from jamming signal. Several works
studying secrecy with SWIPT have been reported in litera-
ture [9]-[16]. Very few works considering wireless-powered
communication network (WPCN) architecture (using energy
harvesting at nodes) have been reported in literature. SWIPT
based EH architecture is suitable only over short ranges,
and to overcome this problem [24] have proposed a power
beacon (PB) based architecture. Also, PBs do not require
any back haul links, hence deployment cost is small [25]].

B. Motivation and Contribution
Most of the aforementioned works on WPCCN have the
following limitations:
e The assumption of CSI at the source might not be
practical considering deployment of millions of nodes
in future networks. Since nodes are energy constrained,

attaining CSI at the source, for large number of nodes,
in each signaling interval is energy expensive.

o Most of the earlier works assume that either the source,
relay or jammer (in case of cooperative jamming) is of
EH type, and the remaining nodes are powered. With
rapidly increasing number of MTDs, all nodes in a
communication network are likely to be of the EH type.
In a practical scenario, [oT nodes need to assist a distant
node to meet its QoS requirements or to assist as a
relay for extending the range of communication. Hence
understanding the performance of cooperative networks
consisting solely of energy harvesting (EH) nodes is
very important. The secrecy performance of networks
with self-sustaining nodes has never been analyzed with
practical nonlinear EH circuits to date.

The only work to consider networks with solely EH
nodes is [19], which analyzes the secrecy performance
of a two-hop network with PB-based EH at the source
and the relay without a direct link. Due to the random
nature of the harvested energy, EH nodes need to be close
to each other to ensure acceptable QoS. Thus, neglecting
the direct link is not always reasonable. Therefore, we
assume the presence of direct links to both the destination
and the eavesdropper in our system model. In addition,
[19] considers the availability of channel knowledge to
the destination at both the source and the relays, which
is quite difficult in deployment scenarios with such low-
power MTDs. In contrast to these assumptions, we assume
no channel knowledge both at the source and the relay.
Consequently, we assume that the source uses fixed-rate
signaling instead. Since the signal-to-noise ratio (SNR) of
each link with an energy harvesting source takes the form
of the product of exponential random variables, the variance
of SNR is large as compared to its mean. For this reason,
to ensure good performance, we assume optimal combining
of the direct and relayed signals at both the destination and
the eavesdropper. This makes analysis of performance quite
involved. In this paper, we study method of power backoff
control for secrecy improvement at the expense of throughput
performance without any jamming. Also, we show that the
position of eavesdropper with respect to source and relay
plays an important role in power backoff control for secrecy
improvement. The significant contributions of our work are
as follows.

e We consider both non-incremental and incremental
signaling, and establish the superiority of the latter



in terms of secrecy. Assuming practical nonlinear EH
circuits, we obtain an approximate expressions for
secrecy outage probability of the multi-antenna system
with non-linear EH model for both IDF and SDF
relaying schemes assuming fixed-rate transmission.

e For a PB-based WPCN, we show that IDF relaying
has better secrecy performance than the SDF relaying
scheme. Further, we obtain a accurate approximate
expression for the secrecy outage in the single antenna
scenario. We then establish convexity of transmit power
of PB with secrecy outage, suggesting an optimal
operating power of network.

o We further suggest an novel power control (backoff)
strategy at the source and the relay to improve secrecy
outage both for IDF and SDF signaling. We then specify
the power back-off at both the source and the relay
based on different network operating characteristics.

o We establish the security-reliability trade-off (SRT) and
show that improvement in secrecy is achieved only at
the expense of degradation in outage performance. We
then demonstrate how the power back-off at the source
and/or relay can be used to implement this trade-off.

The rest of this paper is structured as follows. Section [[I]
elaborates on the system model of the PB-assisted coopera-
tive network. Section analyzes the secrecy performance
of the proposed system model. Section discusses se-
crecy improvement through power back-off and SRT of the
proposed network. Numerical results based on the mathe-
matical analysis are compared to computer simulations in
Section Finally, Section concludes the paper.

Notations: X ~ CN(u,6%) implies that X is a complex
normal random variable of mean u and variance 6%. Pr{A}
denotes the probability of an event A. fx(x) denotes the
probability density function (PDF) of a random variable
X. I;(+) is the modified Bessel function of the first kind
(and order 1), K;(-) denotes the modified Bessel function
of the second kind (and order 1), and E;(-) denotes the
exponential integral of type 1. AUB and AN B respectively
denote the union and intersection of events A and B. A is
the complement of the event A.

II. SYSTEM MODEL

Consider a two-hop cooperative network depicted in
Fig[Ta] consisting of a power beacon B, an EH source S, an
EH decode-and-forward (DF) relay R, a destination D, and
an eavesdropper E. We assume that B, D and E are equipped
with M, N and L antennas respectively. We assume a single
antenna at the source and the relay. It is assumed that the
power beacon B transmits with power P on a sub-carrier to
enable EH. Both S and R have no embedded power supply
- they harvest energy from B and use it for signaling in
another sub-carrier. However, due to the EH half-duplex
constraint (the nodes cannot harvest and use the energy
concurrently), two super-capacitors are used. While the
secondary super-capacitor charges, energy is drawn from the
primary super-capacitor for signal transmission. After the

signalling period, energy is transferred from the secondary
to the primary super-capacitor in a negligible amount of
time [26]. The destination D can be either battery-operated
or an EH node. Fig[Ib| depicts the signalling and energy
harvesting periods for S and R in a signaling interval 7.

Let d;; denote the distance between nodes with i €
[B,S,R] and j € [S,R,D,E]. The path loss between any
two nodes i and j is assumed to be k;; = K(do/d;j)™,
where dj is the reference distance in the antenna far-field,
m is the path loss exponent, K = (A/(4ndo))* is the free-
space path loss at distance dp, and A is the wavelength.
Denote by B;, D; and Ej the i, j and k™ antenna of
B, D and E. We denote by Ay, ~ CAL(0,1) the channel
between a € [B;,S,R] and b € [D;,E]. As in [9], [14],
[19]], all channels are assumed to be of the Rayleigh fadlng

type. Let hy = [hglsv hB S}T’ hy, = [hBlR7 hBMR] ’
hy, = [hSDl""’hSDN]T’ h,, = [hRElv"'vhREL]T’ h, =
sy s g, 1T and by, = [hee . By 17

Power beacon B transmits unit-energy symbols x with
power P using maximal ratio transmission (MRT) with
weights ¢, =h,./ || h, || for the first 7/2 duration, and
with weights ¢,, = hBRf\ | h,, || for the next T'/2 duration.
The received signal samples at S and R after matched

filtering are
Vs = V BS q)gs BS’x+WBS7 and Yor = \/ BR ¢3Rhlikx+WBR7 (1)

where w, Wy, ~ CN(0,N,) constitute additive white
Gaussian noise samples, and E(|x|?>) = 1 (E(.) is the expecta-
tion operator). We consider the non-linear energy harvesting
(EH) model [27] with saturation characteristics in energy
harvesting circuit. So the harvested power in a signalling

interval for non-linear EH at S and R can be expressed as

p AP Iy [P kg P [Ty [ ks < P @
s Py, otherwise,

P, = ne H hBR H2 kBR7 np ” hBR H2 kBR < Psar (3)
* Psar, otherwise,

where 1 is energy harvesting circuit conversion efficiency.
We first discuss the case of direct transmission, which is a
benchmark scheme.

A. Direct Transmission (DT)

In the case of direct transmission, S transmits unit-energy
symbols s at fixed information rate R, and power P in a
signaling interval to the destination D, which uses maximal

. . . h
ratio combining (MRC) beamforming vector ¢, = HhSDH
SD,
for receiving information. Similarly E uses maximal ratio
hg,
combining (MRC) beamformlng vector @, = Thg,T H Then

the received s1gnals y T and y T atDand Ein a s1gnaling
interval are given respectlvely by

YOI = kg P07 B s +wg,, and YT =\ /ky, POt hy, s +wy, , (4)

where wg,,wg, ~ C A(0,N,) constitute additive white
Gaussian noise samples. The maximum mutual information
between S to D and S to E, normalized with bandwidth, are
28]
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Fig. 1: (a) System model. (b) Energy harvesting and signaling period.

— POV\'(‘,]‘ TY'EI‘IISfCr
— Phase | E
------- = Phase I1
(a)
Pkyok, 858
qor _ ) oz (14 =GR SD)’ o5 < Prar/ Pk )
- Psarkgp 85, :
L log, (14 ',{,7’0’1”5”) , otherwise,
Pnk kop 8558
T _ log, (1 W) s 8as < Poar [Pk )
log, (14 Prak RS g” > , otherwise,
— 2 _ 2 _ 2
where g 2_|| hyo 1%, &g _H hy, [I% g4 = Ihgl” and
8sx =|| hg; ||°. The channel gains between nodes S-D and

S-E (denoted by g, and g, respectively) are exponentially
distributed. Clearly, g., = h,, ||> and g, =| h,, ||> are
Gamma distributed.

B. Cooperative Transmission

In the case of cooperative transmission, signaling takes
place in two phases. Signaling in these phases is described
below.

Phase I Signalling

In the first phase (phase I) of signaling, S transmits unit-
energy symbols s of information rate R; with power P in a
signaling interval to R and D. For reasons that will become
apparent later, only a fraction B of the available power at
S is used for transmission, which implies that S transmit
power is B Py (we will show later that B, < 1 can improve
secrecy performance in certain scenarios, or implement the
SRT). D uses maximal ratio combining (MRC) beamforming

h . . .
vector ¢, = ||hSDH to receive information. Similarly E

. D .. .
uses max1ma1 ratio combining (MRC) beamforming vector
s = iy
dlstmgulslil between first and second-phase quantities when
required. Then the received signal samples y; . y! and y!_

at R, D and E respectively in phase I of a signaling interval
are given by

1 1 H
Y = \/ Bs s Iges + W, Yoo = kSDBSRY¢SDhSD‘Y+WSD7(7)

kSl: BS Sq)SE Sl:s + WSI: ) (8)
WersWep

where g, wg,, wg, ~ CN(0,N,) are additive white Gaus-
sian noise samples “The The maximum mutual information
during phase I of signalling between S-R link is

B s Pkggk YRgBSgSR>

BSPm,kSRgSR )
bl

- In what follows, we use superscripts I and II to

and yéE =

log, (

log, (1 +

Further, the maximum mutual information in phase I of
signaling between S-D and S-E links are

] gBS PT]VI[{I;S (9)

SR
otherwise

(1o ( Ww) C 8 < P (10)
SD 10g2 <1 + M) s Otherwise’
logy (1+ B Masgetintie ) g < Ry
I, = By Poarks ; "
log, (1 + %) ) otherwise.

In what follows, we describe phase II signaling with SDF
and IDF schemes.

Phase II signaling

Both R and D attempt to decode the information symbols.
In case of SDF signaling, R re-encodes and transmits the
symbols in the second phase of signaling when decoding is
successful in phase I, and D combines the signals in the first
and second phases optimally. R is assumed to use a fraction
B, of the available power and transmit with power B,P,
(once again, the reason for this power back-off will become
apparent later). When R fails to decode information in phase
I, it does not perform relaying in phase II. In case of IDF,
signaling depends on decision made by S based on feedback
bits from R and D. Specifically, R transmits f, =1 if it
can decode the symbols, and f,, = 0 otherwise. Similarly, D
communicates feedback bit f,, = 1 if decoding is successful,
and f,, =0 otherwise. When f,, =1 (f, =1 or f, =0), there
is no second phase. Instead, new information symbols are
transmitted by the source (which clearly increases through-
put). Note that information rates at D and E are given by
. However, if f, =0 and f, = 1, R transmits the decoded
information symbols in the second phase. D uses maximal

ratio combining (MRC) beamforming vector ¢, = hecT
RD,
to receiving information. Similarly E uses maximal ratio

combining (MRC) beamformmg vector §p, = h The

1
received signal samples y. . y E at D and E respectively in

phase II of a signaling interval are given by

yRD: kRDBRP ¢RDhRDS+WRD7 yRE: kREBRPR¢RHEhREs+WRE7 (12)

where wy,, wy, ~ CN(0,N,) constitute additive white
Gaussian noise samples. The channel gains denoted by
8pr =| hg, H 8rp _H hg, ||2 and g, = hy, H2 are Gamma
distributed. The maximum mutual information during phase
IT of R-D and R-E links are

log, <1 + BRPnkBRNI;l)gBRgRI)> . S Pt

B p PT]kBR
log, <1 + %,m) , otherwise,

1, = (13)



Br Py ker 8 8ric Py
log, ( 1+ N y 8w < Pﬂk;m
oty 1+ b )

RE —

(14)
otherwise,

Further, in case of IDF signaling, when f, = f,, =0, the
signaling to D is in an outage, and the information rates
to D and E are once again given by (I0). Here we make
the worst-case assumption that the eavesdropper monitors
the feedback bits f, and f, in order to perform optimal
combining to maximize its SNR when f, =0 and f, = 1.
In other scenarios, when f,, =1 (direct link is successful),
as well as when f,, = f, = 0 (the direct link fails and R
fails to decode), E cannot clearly perform combining due
to non-availability of the relayed signal in phase II. Due
to the independence of the S-D and S-E links, incremental
signaling can intuitively be expected to provide a better
trade-off between secrecy and throughput.

Due to the small and random nature of harvested energy,
the received SNR at the destination is sometimes very low.
Optimal combining of direct signal and relayed signal by
maximal ratio combining [29] results in improved through-
put (and secrecy performance, as we show in this paper).
These optimal weights are determined by S-D and R-D
channel knowledge at the destination. Hence the SNR at the
destination becomes I'! +T/" . Similarly, E also applies the
optimal combining of relayec{ and direct signals to maximize
its SNR. So the SNRs I') and I', at D and E after phase II
of the signaling interval are given by

By Prikyg 1’\‘/50 8ps8sp + B PNk g ke 85 Ry Pear Pt

7g35 < pnkBS agBR < PT]k
Pyt

o BR

Pyar

o
ByPkysks) 85585 + B Prarkpp 8rp
N, N, ’

r = o
b By Pk &, B PNk, ky 8008 P P
s sp8sp R N¥pr K rp 8pR 8RD sat .
N, + N, ) gRS Z PrlkRS 7gBR < PnJI?BR
ByPsarkgp8sp | BrPoarkpp&rp P, P,
h . > sat R > sat
0 + 0 ? g&s - PﬂkBS 18pr = PT]kER
(15)
Similarly, SNR at E would be
B Pk psker 8558 Br Pkgpkrg 85,8 Py, Py,
s MK iE Bs8se 4 PrlMpp ﬁE b o < Pﬂk;s (8 < Pﬂlk;R
BsPkgsksy 8585 | BrPrarkep 8re Psat P
N e " > . ¢ > sat
.= N, + N, ’ gk‘s < Pf'lk,;s 7gBR - PnkBR .
£ B Prarksy 8y + BrPkggkep 85 8pp > P < DB
N, N, ) gus = Pnkus 7gBR PnkBR
BsPraksp8sp | BrPrarkes 8re Py Py
N, + A ) 8ps = Tlg;svgﬁk 2 PnI:BR
(16)

For ease of exposition, we denote g, by g, gz by
8ps Ky by kg and ky, by k,, o, = Pfl;k;s o, = Pﬁ;’

BR

Pkgk
. Further, Qg = BS# denote average SNR of S-D
< No
. . Pk kg Phkg,
link. Similarly, Q, = BSB:IS\,”SR, Q,, = Pk}‘;,’;’m, Q, = %

Q.. = % denote average SNR of S-R, R-D, S-E, and
R-E links respectively. After phase II, the maximum mutual

information of the combined signals are
L, =logy (1+1,), and I, =log, (1+I}),

with I, and ', given by (I9) and (T6) respectively.

a7

III. SECRECY OUTAGE PROBABILITY

In this section, we analyze the secrecy outage probability
Pos of SDF and IDF signaling schemes (the DT scheme

85 < Pk 8 = Prkgg .

is used as a benchmark). In most literature on secrecy, the
assumption of adaptive rate signaling is implicit, which im-
plies that channel knowledge is assumed at the transmitter.
The channel to E is however assumed to be unknown, which
causes a secrecy outage. In many practical scenarios, such
channel knowledge is not available at the transmitter, and
fixed-rate signaling is used. Secrecy outage has been defined
with and without incremental signaling for such scenarios
in [30] assuming powered nodes.

Consider the case of IDF with fixed-rate signaling as used
in this paper, there are three different secrecy outage events,
depending on the success probability of the direct link and
the probability of successful decoding at R: i.) When the
signal from S to D is successfully decoded at D in phase I
(I, > R;) , a secrecy outage occurs when the information rate
of the eavesdropping channel is more than the equivocation
rate (I, > R,) . ii.) When signal decoding at D fails in
phase I (I, <R;), but R successfully decodes and cooperates
with D in phase II, then secrecy outage occurs when either
or both of the following events occur: a) main link is in
outage (I, <R;) , and b) the capacity after combining at E is
greater than the equivocation rate (I, > R, ). iii.) When both
the S-D link and S-R link fail ((Z, <R;)N(I; <R;)) then
secrecy outage occurs irrespective of decoding success at
E. In summary, we can write the secrecy outage probability
p!PF with IDF as

Pos” =Pr{(ly,>R) N (I, > Re)} +Pr{(ly, <R)N (L <R)))}

IDF IDF
Pos,1 Pos3

+Pr{(lsn <Rt)m(ISR ZR!) N (([SRI) <Rl) U (ISRE ZRE))} .

IDF
Pos2

To write the secrecy outage expression for SDF (non-
incremental relaying) we need to consider only the two
following sub-cases: i.) when decoding at R fails (I, < R;),
(so R cannot cooperate with D) secrecy outage event is
the union of a) the S-D link failure event (/, < R,), and
b) the event that capacity of the S-E link exceeds the
equivocation rate (/;, > R,). ii.) Decoding at R is successful,
so R cooperates with D but decoding fails after combinin
at either one of D (I, <R,) or E (I, > R,). Clearly p3P
is given by

pgsDF: Pr{(ISR < Rf) n (([.s‘n < Rt) U (ISE 2 RF))}

SDF
Pos,1

+Pr{(ISR > Rt)m((lsm <Rf)U(ISRE ERE))}“

(18)

19)

SDF
DPosp

We present an approximate closed-form expression of
secrecy outage for IDF and SDF signaling in the following
lemmas.

Lemma 1. An approximate expression for secrecy outage
for multiple antenna with IDF signalling is

wF Y, oy) 1 NS %Yih,ell

Pos.mult. = ~Fran . T i —homal 12
os.mult- (M) T T(M) &= & miQm ol
LM, 0 )L(N, A )T(LA,) 1 NZ_‘.] (3 —1a)
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Proof. See Appendix [Al [ ]

Lemma 2. An approximate expression for secrecy outage
for multiple antenna with SDF signalling is

spr_ Y(M, o) _n _Ni] il +Ni:] Vinls
os.,mult. F(M) o m!Qm F(M) =0 m!Q?}JF(M)
+Nfo Vit (la —Is) (= hT(M.a)

= = minQr QL T(M) T T(M)T(N)L(L)

X |:Y(N7 }\’SD)F(L) + F(N’ xsn)r(Lv 7"55)} + Pos 21 + Pos22,
r@L—r)(5) (1)t

(33)

h ~ L= Og 7g5);l)hsn —8s Mfmfld
where f,(r)~ ,h=[)% g5 g

(L)
_ Y
]z_f“se T %p gSngmfldg )
,L,L,g
L= f 5 85Qsp 25k SgM m— ]dgs,
,L,M,g
[4:f 8sQgp  85Qp ng m—I— ldgy
Vi Vth.e Y;h

Is=J;, Usp " B0 EsOsr  EsO gng m=l=lgg..

Proof. We simplify p5PF in (T9) by substituting I, I, and
I, from @), (T0), and (TT) respectlvely, conditioning on
EH channels g; and g,, further simplifying the resulting
expression using the PDF of g¢ and g, and using the
series expansion of the lower mcomplete gamma function

[31, 8.352] (as in the derivation of posl in Appendix @)

Phbs can be simplified using the identity Pr{AUB} =

Pr{A} +Pr{B} —Pr{ANB} for events A and B to get

Poss =Pr{(ly > Ri), Iy, <R)} +Pr{ly > Ro), (I > Re)}
Pocsi Poch2
- Pr{(ISR 2 Rt)7 (ISRI) < Rt)7[SRE 2 RL’)}' (34)
Povss
As with IDF, it can be shown pSD‘; R pg?gl + pﬁngz. The
expression for pgfgl is the same as p{fgl (in Appendix @)
Evaluation of pifgz follows on similar lines. |

The expressions for secrecy outage in case of multiple
antennas are complex to lend any analytical insights.
Hence, we derive expressions for a single antenna system
to deduce useful insights about the system behavior. We
present an accurate expression of IDF scheme for a single
antenna system in the following lemma.

Lemma 3. An approximate expression for secrecy outage
for IDF signaling with single antennas at B,D, and E (M =
ILN=1,L=1)is

Dos = Pos,1 + Dos,2 + Pos,3

Oy o T Yih.e Y
Pos,1 = / e ™S % % dg 4 e o s % (35)
’ 0
Pos2 = Pos21, (36)
0‘ Vih _ Y
Pos,3 :/0 e gs(lfe gSQSR)(Ife 8s%p )dgs
+(1 —efoR) (l —e77‘SD)e’°‘s (37)

where p,21.is defined in (38).
Proof. See Appendix [B] [ |

Lemma 4. An accurate approximate expression for p!Pf
is given by (39)
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O = eQRD Ei (g™ 7"‘ )—eQRD Ei(o, + 5 Yir ) and dg, = vd,, (V
models the relative position of R wfth respect to S and D),
Q,, =19, and T=(1—Vv)"

Proof. See Appendix [ |

Remark 1. A simplified expression of secrecy outage for
the linear EH case (Pyg; — o0, Oy — oo and O, — ) is
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Remark 2. At high power, Q. Qo > v, and Qg > Y.
Using lim 1K (x) = @(%)71 [32, 9.6.9], we have terms
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RD

xKi(x) =0 for large x so, piPt, ... —1 once again.

Remark 3. When the legitimate nodes are more
closely located than E, Qg > Q. . So, Q. ,Qu > Y
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So, in @D pé?ﬁppmx ~ 4W”K < Hine . Hence, secrecy
outage is limited by the strength of the eavesdroppmg link
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and there exists a performance floor. To achieve a lower
secrecy outage, the strength of the eavesdropping link has
to be reduced (for example by jamming).

Remark 4. When E is more closely located to S than D,

4 e ] B :
Q, > Q, so that /g “ o+ ’S’“ 1/97—” . At sufficiently

th

hlgh powers (QSD’QSR > Yth): — 0, and M —0 .

Therefore, K1<, / 47”1) — 1 and mK <\/ 4Y”‘) - 1.
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Also, g1 — 0, go — 0 and terms e®» E,
SR
<gi) assume small finite values. Hence
RD

4th

Tth
and e“rp E;

IDF
Dos,approx

It is evident from Remark 1 that with small transmit
powers, the direct link is often in outage, and R re-transmits
when it can successfully decode. The re-transmissions from
R are observed by E, which weakens secrecy, so p,s is
high. When the transmit power is high, the direct link is

— 1 (secrecy outage is a certain event).

successful with high probability, and the direct link to E
is also sufficiently strong, secrecy outage occurs, and p,s
is large once again. A critical transmit power P of PB
certainly exists at which p,; is the smallest. We pose this
optimization problem as

P = argn};n Dos- 41)
In the following lemma, we establish the convexity of p,
with respect to power P. We provide proof of convexity
for IDF signaling (proof for SDF signaling follows along

similar lines).

Lemma 5. The secrecy outage probability p!Pf

function of transmit power P.

is a convex

Proof. Convexity of p!PF can be established using high

SNR expression in by showing second derivative is
positive. Detailed proof is given in Appendix ]
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Remark 5. Unfortunately, the optimal value P* cannot
be expressed in closed form. However, P* can readily be
evaluated numerically.

Remark 6. It shown analytically that
pgsDZ,pmx > pf)?gppm , which implies that SDF signaling is
less secure than IDF signaling. Note that re-transmissions
from R aid both D and E. For lower transmit powers, the
performance of SDF is similar to that of IDF since the
direct link is often in an outage in such scenarios, and
IDF signaling essentially amounts to SDF signaling. As
the transmit power increases marginally, frequent relay
re-transmissions degrade the secrecy performance with
SDF. However, since frequent relay transmissions are
avoided with the IDF scheme, its secrecy performance
is superior in this power range. We show later that even
reducing transmit power at R in a power backoff scheme
helps in improving secrecy performance with IDF signaling.

can be

IV. SECRECY IMPROVEMENT USING POWER BACK-OFF

In this section, we establish how power back-off can be
used at S and R to improve the secrecy performance of the
considered wireless-powered cooperative network (although
it clearly degrades outage). The effectiveness of power
back-off is later demonstrated by extensive simulations.

A. Power back-off at the Relay

As noted earlier, IDF signaling offers better secrecy than
SDF signaling. We show here that when E is closer to
R than S, there exists an optimal value of this back-off
parameter P} that ensures best secrecy. We pose this
optimization problem as

Br =arg min

0<Bgp<1

We bring out the feature of this optimization problem in
the following lemma.

Pos- (42)

Lemma 6. The secrecy outage probability pomppmx

( pﬁfgppmx) is a convex function of the power back-off

parameter B, when E is closer to R than the S, and there
exists an optimal value of the power back-off parameter
B:JDF and ( B;*SDF ) that minimizes the secrecy outage.

Proof. Detailed proof is given in Appendix [E] ]

Remark 7. Although the optimal power back-off parameters
B:7’DF and [3;=1DF cannot be expressed in closed form,
they can be readily evaluated by a 1-D offline search. The
amount of improvement in secrecy is more with SDF than
IDF due to frequent re-transmissions by R in the latter case.

B. Power back-off at the Source

In this subsection, we show that power back-off at S can
improve secrecy under certain conditions. Assuming P is
large, the direct link is successful with a high probability,
and leakage of information from R to E is practically non-
existent. In these cases, S can operate at reduced power by
applying power back-off B, while maintaining the required
outage constraint p,,; < €. Hence, when the main channel
is stronger than the eavesdropping channel (widely studied
in literature), any reduction in power will marginally reduce
the SNR of the main channel while significantly reducing
the SNR of the eavesdropping channel. So, gain in secrecy
is attained by power back-off. This occurs till a certain
power P* at the beacon. Any further decrement in the power
at S will make the S-D link weak, and the R will start
cooperating with D (thereby leaking information to E and
thus reducing secrecy). There exists an optimal value of this
back-off parameter which gives minimum secrecy outage
performance. We pose this optimization problem as

B = =arg min

0<By<l
We present the following lemma based on this observation.

Pos- (43)

Lemma 7. The secrecy outage probability p!bt approx. IS @
convex function of the power back-off parameter B, and



there exists an optimal value B:*’DF of the power back-off
parameter that minimizes the secrecy outage.

Proof. Detailed proof is given in Appendix [E] |

Remark 8. Unfortunately, the optimal power back-off pa-
rameter B'PF cannot be expressed in closed form. However,
ﬁ;"IDF can readily be evaluated numerically. Similar to IDF
signaling, secrecy outage with SDF signaling can also be
further improved by employing power back-off at the source.
Proof of convexity of pﬁﬁgpl,m with respect to B¢ follows
on similar lines.

In scenarios where E is not distant from R and P > P*,
joint power back-off both at S and R improves secrecy
performance. There exists optimal values of back-off pa-
rameters (By,B;). We pose this optimization problem as

S,BR)—argo E?lﬁlla Pos- (44)
Lemma 8. The secrecy outage probability p'PF is

0S8,approx.
Jjointly convex with power back-off parameters (B,B,), and

there exist optimal values of ([.’);‘JDF ,BZJDF ) at source and
relay that minimize the secrecy outage.

Proof. Detailed proof is given in Appendix [ ]

The individual power back-off studied earlier (at only S
or R) is a special case of joint power back-off. When E is
closer to R and the network is operating at P = P*, joint
back-off reduces to individual back-off at R. In contrast,
when E is far from R and the network is operating at P > P*,
joint back-off reduces to individual back-off at S. In table
we indicate the back-off conditions for different operating
conditions of the network. In this sub-section, we studied
the importance of power back-off to improve secrecy outage
while degrading the outage performance. We further study
this interdependence of secrecy and reliability as a security-
reliability trade-off (SRT) in the next subsection.

TABLE II: Power back-off conditions at S and R

Network Condition Back-off Back-off
at R at S

P> P* E is close to R Yes Yes

P < P* Eis close to R Yes No

P> P* E is not close to R | Yes Yes

P < P*, Eis not close to R | No No

P> P*, E is far from R No Yes

P < P*, E is far from R No No

V. SECURITY-RELIABILITY TRADE-OFF

In recent years, security-reliability trade-off (SRT) has
been analyzed [33]-[35]] to study the interplay of security
and reliability in communication networks. In this section,
we analyze the SRT of a self-sustainable cooperative net-
work for the first time. It is evident from the discussions in
the previous section on power back-off that as we increase
the power P of the power beacon, both S and R harvest
an increased amount of energy. This ensures improvement
in reliability performance. However, this also leads to an
increased risk of eavesdropping, and thereby poor secrecy
performance. On the other hand, decreasing P reduces the
reliability of the network, leading to reduced leakage of

information to E, and hence improved secrecy. To estab-
lish SRT, we derive an expression for outage probability
(pop) and intercept probability (p;p) for the main and
eavesdropping link, respectively. In case of IDF signaling,
an outage occurs when the S-D link fails, and the S-R-
D link after combining the direct and relayed signals has
inadequate SNR [36]. Further, information rate at E exceeds
the information rate R; interception by E occurs. Hence pop
and p;p will be
IDF

Pop =Pr{ly, <R }Pr{min(ly,l,,) <R|l, <R}, (45)
p;ID;F Pr{l&o >Ry, IYL >R;}+PI‘{I§D <R[7I§RL >RI} (46)

We present an expression for outage probability with the
IDF relaying scheme with multiple antennas for linear EH
(0t — oo, B — o0) in the following lemma.

Lemma 9. The outage probability with the IDF relaying
scheme can be expressed as
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Proof. Detailed proof is given in Appendix [G] ]

We now present an expression for intercept probability
for the IDF scheme in the following lemma.

Lemma 10. The exact expression for the intercept proba-
bility with the IDF relaying scheme is
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Proof. Detailed proof is given in Appendix [H] ]

VI. SIMULATION AND NUMERICAL RESULTS

In this section, we numerically evaluate expressions for
secrecy outage with DT, SDF and IDF schemes. We study
the effect of transmit power as well as power back off (both
at S and R) on secrecy. Also, we demonstrate the existence
of SRT in a PB-based cooperative network. We validate
the analytical results in the paper through Monte Carlo
simulations. We consider distances d, = 10 m, dg, = 10
m, dgg = 10 m, d;; =5 m and d,, =5 m. The path-loss
exponent m = 4, and the reference distance for antenna far-
field is dp = 1 m. The carrier frequency f. = 2.4 GHz,
and the transmission bandwidth B,, = 10 MHz. Further,
N, =—93 dBm. We consider R, = 3 bpcu (bits per channel



use) and equivocation rate R, =2 bpcu so that so secrecy
transmit rate is Ry = R, — R, = 1 bpcu. We assume that
the legitimate nodes are along a line, with the relay being
equidistant from S and D (dg, = 0.5d,,)).

In Figl] and Fig[3] we plot the exact and agg{r(zximate

expressions for p,g with respect to Qg (Qg, = —3-*2) for
DT, SDF, and IDF schemes and compare with simulation
results. We assume two scenarios a) E is equidistant from
S and R (Q,; = Q) and b) E is closer to R than S
(Q; =4Q,). In both scenarios, we observe perfect agree-
ment between simulation and analytical results. Moreover,
in Fig. [2] and [3] the secrecy outage exhibits a floor since
Pos 1s limited by the large eavesdropper’s link SNR. As
we gradually increase €, the strength of the main link
increases. Hence, secrecy performance improves for both
SDF and IDF schemes. Further increase in £, results in
better performance of IDF over SDF scheme. This happens
due to reduced leakage of information symbols from R
during re-transmissions when the S-D link fails. In Fig. |3} E
is close to R. This enhanced R-E link leaks more information
to E with SDF than IDF. Clearly, the IDF scheme provides
better physical layer security.

In Fig. @ we study effect of link quality of the eaves-
dropping link Qg on secrecy outage when d,, is fixed
(Q,; = 0dB). As we increase L, , p,s decreases since E is
brought closer to S (S-E link quality increases, hence secrecy
degrades). Moreover, IDF performs better than SDF for low
Q... At high Q. both schemes fail to provide secrecy.

In Fig. ] we plot p,s with respect to P. In the low
transmit power regime, the performance of SDF and IDF
is similar since the direct link fails to support the required
target rate in many instances, and the relay re-transmits
the symbol to the destination. As we increase the beacon’s
transmit power, re-transmissions from R is less frequent with
IDF than with SDF, thus decreasing the chance of leaking
information symbols to E. Hence IDF performs better than
SDF in terms of secrecy. Further increase in transmit power
increases the probability of correct detection in both direct
and eavesdropping links, leading to an increase in p,s. In
the high P regime, the performance of IDF is similar to
that of DT, while the performance of SDF is even poorer
than DT due to leakage of information from re-transmissions
from R. Clearly there exists an optimal power of PB which
minimizes the p;.

In Fig. [6] and [7] we plot p,s with respect to the power
back-off parameter B, at R for IDF and SDF respectively.
When E is close to R, re-transmissions from R to D leads
to information leakage to E. This loss in secrecy can be
minimized by using less transmit power (B, < 1) at R.
There exists an optimal power back-off parameter 3 which
minimizes secrecy outage for a given R-E distance. This is
consistent with lemma @ As E is moved closer to R, the pa-
rameter 7 becomes smaller, signifying that lower transmit
power at R ensures the best secrecy outage performance.
This also leads to energy savings at R, and the residual
energy can be used at R for its routine circuit operation.

Power back-off parameter evaluated numerically matches
closely with the simulation result. Also, improvement with
power back-off is higher with SDF than IDF due to re-
transmissions from R in the former leading to leakage of
information to E. This leakage is reduced by back-off at R
to a greater extent with SDF than with IDF signaling.

In Fig. [§ and O] we plot p,, (with IDF and SDF re-
spectively) with respect to the power back-off parameter
B, at S for different S-E distances. For a given outage
constraint of the network, we note later that this corresponds
to a point of operation on the SRT curve plotted in Fig.
[I0] The source can operate with larger power back-off in
order to reduce secrecy outage while increasing p,,, thus
moving the operating point on the SRT curve towards right
(increase in p,,). This power back-off leads to energy
savings at S and improvement in p,. Also, there exists
an optimal power back-off parameter 37 which minimizes
secrecy outage by reducing the transmit power of S while
yielding sub-optimal outage performance. The approximate
power back-off parameter evaluated numerically matches
closely with the exact power back-off parameter.

In Fig. [I0} we plot p;, versus p,, for different MER
values Ay =25 dB and A, = 35 dB. The plot clearly
signifies the existence of a trade-off between security and
reliability in self-sustaining cooperative nodes. The SRT
curve of DT is above that of IDF, clearly suggesting
improvement in the trade-off. This shows that the use of
incremental signaling relaying improves both outage and
secrecy performance. However, both of these quantities are
interlinked, and improving intercept probability leads to
poorer outage performance, and vice-versa. Also, as we
increase the strength of the main to eavesdropper channel
the improvement in SRT offered by IDF over the DT
schemes also increases, suggesting the benefits of using an
incremental signaling. Further, when the outage probability
constraint is small, we are operating at the top-left corner of
the SRT curve. S applies power back-off in order to attain a
larger outage at the expense of lower intercept probability.
At high SNR, the SRT performance of the IDF scheme is
superior to SDF, while at low SNR SDF performs better
than IDF in terms of SRT.

VII. CONCLUSION

In this paper, we analyzed the secrecy performance of
a cooperative network with self-sustaining energy harvest-
ing nodes assuming fixed-rate signalling. The nodes were
assumed to harvest energy from a power beacon. Optimal
combining was used at both the destination and the eaves-
dropper. We analyzed the secrecy outage performance of
selective decode and forward (SDF) and incremental decode
and forward (IDF) relaying schemes. It was shown that the
latter ensures much better secrecy performance. The security
reliability trade-off of such networks was analyzed to derive
insights. It was established that the secrecy outage is a
convex function of the power beacon power. An optimal
value of the power beacon power exists that minimizes
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the secrecy outage. A novel power back-off technique was
proposed that allows a trade-off of outage for better secrecy.
Finally, we demonstrated the validity of the analytical results
through computer simulations. The derived insights lend
important insights into the secrecy performance of networks
with self-sustaining machine-type devices.

APPENDIX A

Proof of Lemma I: We substitute for I, I

, 1, from
@, (10), and I, I, from in expressslionsgf Dos,1
defined in . Specifically, pos,1 becomes

IDF
Pos,1 = Pr{gSgSDQSU > ’th/BlﬁgSgSEQSE > 'Yth.,e/Bkvgs < (XS}

+PI' {BSPsa;kngSD/No >Ytha BspsatkSEgSE/NO >Yth,eag5 > as}- (49)

P =25dBm, dy, = 5m, Ay, =30dB.

signaling for different M,N,L

In case of multiple antenna, PDFs of channels g, and
g Will be  fo (g5,) = e ¥ gl /T(N) and fo (g5) =
e 8se gkl /T(N) respectively. Conditioning on the channel
gain g, solving, and then averaging over g, we get

Oy
pﬁ‘)ll::/(; F(NvYth/(gSQSD))F(L7yzh7e/(gSQSE))fgs (gs)dgs

[ TR /BT A /B e (8)

Since the power beacon B possesses M antennas, the PDF
—8g M1

of channel g; and g, will be fp_ (8&) = %. Using the
PDF of g, and series expansion of lower incomplete gamma

function 8.352], we can express the above equation as

(50)
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To evaluate p{,? 12: R

identity Pr{AUB} =

we simplify the expression using the
I?rﬁ} +Pr{B} —Pr{ANB} for events A

and B. Using this in we get
pélv)g - Pr{(lm > Rt) (Iww < Rt)}

IDF
Pos21

+Pr{(l, <Ri),(I; > Rs),(Iyy > Re)}
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pm 22
7Pr{(ISD < RT) (ISR = Rt) (ISRD < Rf)v (ISRE >R )} (52)
e
Substituting for I, I, I, and I, then conditioning

Dos2 ON g, &, and exploiting independence of g, g.
8, and g, we have

pé?g‘] =Pr {gsgSDQs[) <Yth7x <Yt/1}Pr {gsgSRQSR Z’Yth}
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—_— ———————
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Since p0S122‘8gng - p4‘lgl§£2|ggp3‘g 8’ and Dos 23\g5 18R -
p1|g5,ng2\g5p3\g5,gR’ Pos 2lgg.8x = pos 21gg + (p4‘83 B

Pligg.g, ) P22 P3gg & Therefore, for single antenna system
M=1,N=1, —1) wehave

_
gRQRDe gRQRD 8s82pe 5o ,P2‘gs:e_$;gsk»
(8eLRep—85) (82 Rep—852p)
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| 8. Q€ TR %g —gSQ e %%k
D385, 8r=

:s : . (8x % gS.S)‘SE). .
Using the linear approximation to the exponential terms

P1lgs, 8x=1—

_ _ Y
7p4‘g5:178 8 %sp . (54)

e*=~1/(1+x) , we can write Pajg, = 11— (fism), and
Yth8 th8, gb Yl)
th8R " thss
(gsgkr+ o, oy, )

from G4) (t=(1-v)" ,

). We make the observation
'Yng Since gg gR > S_’}Yxh fOr
D SD
Yin8g

Pliggge = 1 7 (gﬁgm)(igkw )

defined in the text following
that g.g, 7> & Vi85 and 8s8,T >

large SNR. So, gSgR’C+Y"’gR

S
+ 'thfv ~ gngT+ Hence’
IDF

p4\g1} Pilgg .- SO Pogay ™ Poohs: Tesulting in pi2h ~
p!PL. . Similarly, we can show a similar result for multiple

antennas. To evaluate pIDF we first derive the PDF for
random variable X = g2, Q) + 2,22, to evaluate Pos21
as

/fgm g?D)ngD(X gm)dgw (55)

Using the PDF of g, and g, and conditioning on g, and
8r> We get

fx\gs gk

EsD
N—1 N—1,  gro Q Q
(x gSD) e R%p  Bs%psp Rl))dgw

X
8
fx (x)= / =
858 Jo (8585 Q0 Qe INTZ(N)

Using the binomial expansion in the integral and rearrang-
ing terms, we get

-(56)

z"r 0 (er) ( l)N_l_reim
(gSgRQSDQRD)NF2 (N)

2N2r (ngn )
85Qp 8
/g 2D ~8R*RD ngD'

Further, using the definition of the lower incomplete gamma
function [32} 6.5.1], we get

AR ) o GV

fX\gS,gR (x) =

(57)
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X (gA 'SD gR RD ) ’Y r I gS QSD gR QRD ( )

Using the series form of lower incomplete gamma function
for integer values [31, 8.352] in the above expression, we
obtain the PDF of X as

Fxlgg.g, ( e W NN ety -
Xlgg.8x xX) = I2(N) g(') r X (=1) ( r)

(gSgRQSDQRD)N7r71 _ e gRéRD Ni’I(N_l)
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2 2
o AN (8, R, — 8,2)"
k=0 (ng‘sugR RD) k!
Using PDF of X in (97) and averaging over g, and g,

L DF IDF
we get (]7_2[) Similarly, we can evaluate p’” 211 Posan|imn

and p'Pf 517y to obtain 24), 235) and (26) respectively.
Expression of p, 3 from (I8) will be

pf)?[; - Pr{gSgSDQSD <Yth/BR7gSgSRQSR <Yth/BR7gS S (X'S

+PI'{BS satkSDgSD/Na<YthaBSPsalkSRgSR/N0<Yth7g5>(x5}~ (60)

Using PDF of channels g, , g, and conditioning on the
channel gain g, solving, and then averaging on g, we get

xx"(=1)

(59)

) gSgM 1
P{;%*/ YN, Yo/ (85Q,))e %5k TM)ng
A gng 1
A B~ )T ds D

Using the series expansion of lower incomplete gamma
function [31, 8.352], we get p{,?g in (20)

APPENDIX B
Proof of Lemma 3: Substituting M =1,N=1,L=1in p'PF

os,1

derived for multi-antennas in GTI), % =e % T(N,Ag, /By) =
e *so/Be and T(L,\y, /B,) = ¢ *s/Pe. Hence p/PF reduces to

os,1

.. IDF - IDF
(33). To derive p’ ) in (B6), we use (]EH);nd 4 to get Py ZI}DI;
(38). Similarly, we can derive poY 211 Posaijin and poY 21)v Pos3

expression in (37) is achieved by substituting N =1 and M =1 in

©1).

APPENDIX C
Proof of Lemma 4: p,1 in @
\/g’—’h-i—”’”l( <\/4""” +4Y””) and p,s3 in (B6) reduces
SD

SI)

to 1— /3K (/o) - [aek (/o) + 47—*1((«/%)

for large value of o (at high SNR). Further, pl? 2 p{figl

(see paragraph succeeding (534)). To simplify pos,21’ we

reduces to

__ih _
use linear approximation of e &% ~ (1+ v,/g,Q) "
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APPENDIX D

Proof of Lemma 5: In order to prove the convexity of
Pos With P for IDF signalling, we write the expression for

Dot pprox. in @0) as a function of p = N% as follows
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+Q, ) ql Q/ RD(QfYR_Qg'D_ ( SR We
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derlvatlve of Bessel function [32] 9.6.27, 9.6.29] to find

derivative of terms involving Bessel function in (63). We
th Yen
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to find derivative of terms Q; and 0, by using [32, 5,1.26].
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Equating to zero using the above terms, P* can
be evaluated. However numerical methods are required due
to the complex nature of the equation. Further, it can be

d2p DF
shown that M| p=p+ > 0.
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dp
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Proof of Lemma 6 and 7: Proof of convexity with
B.: Using the expressions of pos 22 = Pajg Palg P3jg, and
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dp; (B? B3> pz’
d°T, U 2% 2 3, Y
i (L T
ap> (m+9w+m+am Q%>
1 ’Y;h
— = e {SR,SD,0 (83)
BT 06 33 t b
dT, Yihe 1
= t=az )T+ 5,
3~ grap) "
& :_<7 Wie , 2, e v,z.f)T
dp; By QB B? Q7 QB
1 Yihe 2 .
- A 2 ie {SE,E}. (84)
Bt QB B (SE.E}



2 IDF d2pIDF 2 IDF

Pos2 Pos,1 Pos3 Pos
5 >> 5 7 2
dBS dBS d[SS dBS

. Also the terms involving b, , b, b, are positive terms,

2 IDF
d ~

We observe that

Cpyh
dp?
among which b, > b ,b,. Hence the dominating positive
&1, . o .
5W§07;*E' Similarly the dominating negative term

. So,

~

term is b

dzT 2 1D127
1 __0 05,
is b, d[5§ dﬁ§ as follows

. So we can further approximate
2 IDF
d"Pos o7 d’T,
dap? Tapr ap? -
We observe that |b| > |b,|, by <0 and T,, > 1. Hence
2 . > IDF d2p!DF
(b.T,

a-T, d P
o Pos  ~ 05,2
Tpe +b;) <0 and s < 0. Hence, e

d*T,
~b

+b, (85)

> 0.

APPENDIX F
IDF

Proof of Lemma 8: To establish joint convexity of p;;
with B¢ and B,, we need to show that the Hessian matrix H
defined as follows is positive definite

dZPIDF dZPIDF
_ | 4B dBgdB, | _ |ai1  an
H= dzp(’z’F EoP | T lay am| (86)
dBdBy  dp?
In order to show H is positive definite, it is sufficient to
2y
show that trace(H) = a5 + i > 0 and det(H) > 0.

. d2pIDF
We have already established that dB”;
2 IDF R
Appendix | and 4 d’g’g > 0, so trace(H) > 0. We now
N

proof det(H) > 0. Note that det(H) = ajjaxn — apnaz =
2 ,IDF

ajlan —a%z > 0, since ajp = ap1. We find ajp = ZBPZSB as
STFR

follows

> 0 (shown in

dZP{)?F _ deR dTRu _ deu diu + d&diu
dsdB, " dBg dB,  * dBs dB, 7 dBy dB,
dTiE dTRE dTSR dTRE dTSE dTRD —b dTSD dTRE (87)

°dBy dB, " dBs dB,  “dB, dB, ° dB, dB,

. 2 IDF
approximate B ZIYB as
SYFR
ap = @pos” ( T, _ dTSE) 2 (88)
dBdp, YdBy CdBs ) dB,
. dZ IDF dZ Hv)F
Using aj; = d’g’g from ®3) and axn = d’l’s‘% from (79),
we have
d>T, d>T,
allz(bSTRE +b3)W20>a22%(b5T0_b67}E) ngE. (39)
N R
Since |bs| = |b,|, ai» in (88) reduces to ap ~
dT,  dT \ dT
0o __ SE RE 1 1 ~
|bs| ( B dp ) ap while az; in reduces to ax
by (T, — Tyg) St Also, |(T, — T,,) e | > [ Thae | >
. BR BR BR

ATy 12 dT, 2 dT, dT, dT

|WRRE| . Further |WRRE| afld.|WRf‘|ﬁ_Wf| are of same
order, so az > |aiz|. Similarly, terms (b,T,, +b,) and
(b,T, —b,T,,) defined in (B9) are of same order, and the

L . d’T, a4,
dominating terms in ay; and aj; are WZO and dBIZ?E respec-

tively. Note that 7, and T, are of the form T (x) z eE;(x),

x e {A e Y Since T(x) is a decreasing function of
QB Qpp By
x, T, > T, since AL < ke Further, |¢127T20‘ > |d2T§E|-
0 RE QBS QRE BR dBS dBR

Hence a1 > ay;. Combining this result with ay > |aiz|, we
get ajy > ax > |ajz|. Therefore, ajjazn > a%z resulting in
det(H) > 0.

APPENDIX G

Proofs of Lemmas 9: Using Pr(ANB) = Pr(A|B)Pr(B) in
, we get

Pop =Pr{(ly, <R;)Nmin(lg,I,) <R}. (90)

Further using the identity Pr{ANB} =Pr{A} — Pr{ANB},
we get

pIOF —Pr{l, <R} —Pr{(ly, < R,)Nmin(ly, L) >R }. (91)
We then simplify (91) by substituting for I, I, and I,

from (@), (10), and (T7) respectively to get

prII’F: Pr{gSgSDQSD <Yin}

—Pr{g;8,, Qg < Vs 8585k > Yins X > Yo} 92)
Exploiting independence of g, , g, and gg,, further
simplifying by conditioning on g, and g, gives

IDF
pOP\gsﬂgR: Pr{g,g:, Q) <V}

Po,llgg
- Pr{gsgSRQSR > Yth} Pr {X >Yehs gSgSI)QSI) < Yth} . (93)
p().Z\gS [70,3\gs &R

We simplify the expressions of Po,1jgg ] and Po2lgg
th
— Vi — , &9
as poijg, = Y(N’,gsé]sp) and p, | =e 'gS sk . Further
Poj|gg.g, CAN be simplified by also conditioning the expres-
sion over g,. Using PDF of X from (97), Poj3lg

S‘gR‘gSD -

oo

/ fx(x)dx. Now, averaging above expression over g, in

Yeh
Yin

region 0 < g, < 7.0 [DF

o Ve 88l Po3jg ey So, pop 18
obtained by substituting the expressions of Polggs Po2lgg
and Po3|gg.ex in (O3). Then averaging over channefs g and

g, we obtain (@7).

APPENDIX H

Proof of Lemma 10: We substitute the information rates

I, and I, in p!BF to get

sD srp 1 Prp ge

p;lf?F: Pr{gsgs[) 2 Yth/anvgsgSE > Yth/QSE}
Pi
+Pr {gsgsz) < ’Yth/QstY > Yth} . (94)
Pi2

Conditioning the expression p;; on channel gain g, we get

pi71|g5 = Pr{gsgso > Yth/gso}Pr{gsgSE > 'Yth/QSE}
Yeh Yen

=T (N, r(L, :
( gSQSD ) ( gSQSE )
Using the series expansion of upper incomplete gamma
function [31} 8.352.2] and averaging on the channel gain g
and using the integral in [31} 3.471.9], we get first double
summation term in (@8). To simplify p;», we condition the

expression on channels g, and g, to get

pi,Z\gs 8 =Pr {gsgw < Yth/QSD}Pr{Y > Yth}- (96)
Similar to PDF of X, defined in (97), we can express PDF
of Y by replacing N, Q, and &, by L, Q., and €,
respectively in

(95)



e_gR(;RE = L—-1 r L—1—r
Trieg.g, ) = 0 r:O( . >y (=1 r2L—-rn
(gSgRQSEQRE)L_r_l B e % L_I(L*I)
(82 _ngSE)(zLiril) (L) =0\ T

L—1—r (gSgRQSE Qpp )Liril'y(zL - r)

xy'(=1)
(8, Q0 — 8,0, ) 2L 1)
g Qg —859p) 2Lr—2 \k - ‘
o BT a0 s00)

k=0 (gSQSEgRQRE )kk!

Therefore, first probability term in (96) will be
Pr{g.g., <Vin/Lsp} =Y, ¥n/Qq,) - The second term Pr{Y >

Yin} is obtained as / fY\gsng(y)dy‘ Further averaging

Yin
Pi2lgq.e, OVET & and g,, we obtain second and third term
in .
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