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!Abstract—Cyber security for power systems is becoming a
concern for many researchers. However, the impact of cyber-
attacks on actual power systems is unclear. This paper discusses
analytically the significance of cyber security for power systems
and evaluates whether cyber-attacks are a real threat, or are just
a hypothetical concept. First, this paper categorizes the different
types of power system attacks and then systematically reviews the
cyber-attack modeling, detection, and mitigation approaches for
bulk power systems. This paper also discusses prominent cyber
and physical attacks on actual power systems and draws a
comparison among them based on economical and societal
impacts. Based on the facts uncovered in the paper, when
compared to physical attacks, cyber-attacks on power systems
have had negligible economic and societal impacts. In fact, there is
only one documented case (the Ukrainian cyber-attack by Russia)
that successfully caused customer disconnections.

Index Terms— Cyberattacks, cyber-physical systems, power
transmission lines, security of smart grids.
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CPI Cyber Physical Infrastructure
CPPS Cyber Physical Power System
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FDI False Data Injection

FDIA False Data Injection Attack
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ICT Information and Communication Technology
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MITM Man-in-the-Middle

MTD Moving Target Defense

PMU Phasor Measurement Unit

RIA Relay Injection Attack
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SCADA Supervisory Control and Data Acquisition
TDA Time Delay Attack
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I. INTRODUCTION

OWER system security has become a subject of paramount

importance as electric grids evolve into more convoluted
structures to supply the ever growing electricity demand. Based
on a comprehensive literature review, this paper categorizes the
security threats of power grids into four types: (1) naturally
generated physical attacks such as relay maloperation, large
frequency variations, and insulation failure; (2) externally
organized physical attacks that create forced transmission line
and transformer outages; (3) cyber-attacks that cause corruption
of measurements or data transfer in the supervisory control and
data acquisition (SCADA) systems [4]; and, (4) coordinated
cyber—physical attacks (CCPAS) such as tripping transmission
lines as a result of false data injection, for example [6].

The major causes of natural physical attacks are switching
surges, lightning strikes, damage to transmission lines, and
sudden change in load or generation. External physical attacks
involve terrorist attacks such as gun fire at the substation
equipment or loss of transmission lines through explosive
devices [8]. Power systems have largely been affected by
natural physical attacks. The 2003 northeast blackout which
affected 45 million people in 8 states of the USA is an example
of natural physical attacks and it occurred because overloaded
transmission lines hit untrimmed trees and the alarm did not
sound to warn maintenance workers [10]. Similarly, many other
large blackouts happened globally (such as 2012 Indian and
2023 Pakistan blackouts) which affected even more people
[12].

External physical attacks are mounting globally, and the US
power grid is suffering a decade-high surge as extremists and
vandals increasingly take aim at the nation’s critical
infrastructure. According to the US Department of Energy
(DOE) [13], 164 external physical attacks have been reported
in 2022, while the previous peak was 97 attacks in 2021. Fig. 1
summarizes the cumulative number of reported external
physical attacks on power grid infrastructure of the past five
years. Cyber-attacks are considered a serious concern for the
power grid by some studies [14-16] due to the deep integration
of information and communication technologies (ICT) into grid
operations. Reference [4] stated that cyberattacks in the form of
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false data injections (FDIs) can have irrecoverable
consequences in SCADA operations.
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Fig. 1. Power grid attacks [13].

In recent years, there has been an attempt to modernize the
present grid by securely building cyber-physical infrastructure
(CPI) to increase grid robustness and efficiency [17, 18]. This
concept is generally known as cyber physical power system
(CPPS) and its conceptual view is presented in Fig. 2 [19].
Since CPPSs depend upon cyber system information, CPPS’s
sophisticated communication capabilities for monitoring and
control applications are extremely sensitive to cybersecurity
threats, as demonstrated in Fig. 2. Therefore, the authors of [20]
believe that CCPAs can be dangerously covert. In CCPA the
naturally generated or external created physical attack
disconnects a transmission line, transformer or generator, and a
simultaneous cyber-attack masks the natural or external
physical attack by manipulating the sensor measurements.

The authors of [15] stated that cyberattacks may cause power
system security and sustainability concerns in the CPPS.
Numerous types of equipment such as Electric Vehicles (EVSs),
Power System Stabilizers (PSS), Intelligent Electronic Devices
(IED), Advanced Metering Infrastructure (AMI), Digital Fault
Recorder (DFR), SCADA, Phasor Measurement Units (PMUS),
connected with the CPPS and their communication nodes can
be vulnerable to cyberattacks and must be protected [15].
Therefore, the authors of [21] believe that, for CPPS, the
priority research theme should be security against cyberattacks.
Moreover, with the emergence of various types of cyberattacks
such as False Data Injection (FDI) attacks, Man-in-the-Middle
(MITM) attacks Time Delay Attacks (TDAs), and Denial of
Service (DoS) attacks, the cybersecurity of CPPS has emerged
as a hot research topic among power system researchers due to
high possibility of security breach [22, 23]. However,
researching real-world contexts is challenging, i.e. verifying
security and performance assessments is costly [22]. Large-
scale modeling and simulation could be an option, but it needs
a comprehensive mathematical model of the system, which is
time-consuming and may result in errors when simulating the
interaction mechanism between the physical and the cyber
systems in the CPPS [21, 24]. Furthermore, although there are
many claims of potential cyber physical attacks, their actual
impact on real power systems has not been scientifically
measured and it is still unclear if it is real or a hoax.

Recent review papers [16, 25-27] have discussed distinct
aspects of cyber security for distribution systems or microgrids.
However, to the best of our knowledge there is no
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comprehensive review available in the literature discussing
cyber-attacks in bulk power systems. This paper discusses for
the first time the concept of cyber-attack in bulk power systems,
including their critical components, attack strategies, and
mitigation measures. Furthermore, the authors of this paper are
interested in assessing the economic and social impacts of
cyber-attacks on large power systems. Although there are many
studies available in the literature that have simulated different
scenarios of cyber-attacks on standard and practical power
systems, there are dearth of incidents reported in literature,
news, and government reports regarding cyber-attack on real
power systems and its impact on society. This motivated the
authors to conduct a study on whether cyber-attacks affect real
bulk power systems, or if this is simply an idea that has had no
major economic consequences or caused human suffering.
The major contributions of this paper are:

1) Present the concept of cybersecurity for bulk power
systems, providing a detailed explanation of how various
types of attacks operate and outlining defense strategies.

2) Assess whether cybersecurity poses an actual threat to
bulk power systems or remains a theoretical concept.
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Il. LITERATURE REVIEW OF CYBER-ATTACKS ON BULK POWER
SYSTEMS

Many recent studies have discussed the concept of cyber
security for bulk power systems. Most of these studies deal with
modeling, detection, and mitigation of cyber-attacks while
others discuss reliability indices and co-simulation platforms
for analysis of CPPSs. Table I outlines different types of cyber-
attacks (i.e., FDI, DoS, MITM, and TDA), as investigated by
various studies and discussed in this section.

A. False Data Injection (FDI Attacks

False data injection attacks are often launched against the
controlling channels and metering systems of power systems.
They can potentially destroy the real-time measurements of
voltage and frequency, which may mislead the process of state
estimation [12], [13]. The modeling, detection, and mitigation
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of FDI attacks for bulk power systems are discussed in many
studies [28-38]. Reference [28] reports a FDI-based attack
made against the physical parameters and control center of bulk
power system. References [29, 30] proposed neural network
based approaches for accurate detection of FDI attacks. A
stream learning approach is proposed in [31] for real-time
detection of FDI attacks in CPPS. A deep learning approach is
presented in [32] to identify the new form of FDI attacks. In
[34], a dynamic three stage FDI attack is developed first and
then a new encoding scheme is introduced to identify the attack
location. To understand the attacker behavior, a multi-objective
stealthy FDI attack model is introduced in [35]. A new robust
linear regression-based data driven strategy is proposed in [36]
for design of FDI attacks that make them difficult to be detected
by Bad Data Detector (BDD) algorithms. Mixed-integer linear
programming is used in [37] to model the FDI attacks that can
cause simultaneous congestion in different transmission lines.
A bilayer game theory-based approach is presented in [38] for
modeling attack and defense architecture of FDIs.

B. Denial of Service (DoS) Attacks

Although most studies in literature have considered FDI
attacks to understand the concept of cyber security for bulk
power systems, there are other cyber-attacks as well that may
affect the power system. For Example, DoS attacks are
launched against the transmission channels of CPPS and may
affect its dynamic performance. An early-stage DoS attack
detection mechanism based on the irregularities in the
communication system is presented in [14]. Reference [39],
presented two effective compensation strategies (one used the
reference value and other information of previous time step) to
secure multi-terminal high voltage direct current systems
against DoS attacks.

C. Time Delay Attacks (TDA)

In TDAs, the attacker injects time delays in control signals
and system components. This delays the information exchange
between the nodes of bulk power system that can result in
stability loss [16]. Reference [40] and [41] proposed a data
driven approach and partial spectral discretization method to
evaluate the delay in communication signals and ensure the
stability of bulk power systems.

D. Man-in-the-Middle (MITM) Attacks

In MITM attacks, the hacker intrudes in the communication
between two devices to steal information or mimic the
characteristics of one device. In this way, it appears that the
information is transferring in a normal mode. However, the
hacker can now launch an FDI attack [16]. For detection and
mitigation of MITM in bulk power systems, [50] and [42]
presented a dynamic assessment model and cross-layered
strategy respectively.

E. Coordinated Cyber-Physical Attacks (CCPA)

A three level CCPA is modeled in [43] to initiate the
cascaded tripping and analyze its impact on N-1 secure power
systems. In [20], the moving target defense (MTD) approach is
presented to identify the CCPA in power grids. Reference [44]

3

proposed a technique to identify fixed and variable CPAs and it
is observed that variable CPAs are more deceptive. Based on a
discrete-time dynamic model a new detector is proposed in [45]
for simultaneous identification of CCPAs and FDIAs.
Reference [46] first designed two types of FDI based CCPAs
i.e., optimized attacks and replay attacks and then proposed
suitable countermeasures for detection.

F. Reliability Indices

Other than modeling, detection, and mitigation of cyber-
attack there are studies available in literature that focus on
formulation of reliability indices, finding suitable co-simulation
software, and implementation of testbeds for CPPSs. Reference
[47] considered two reliability indices for determining the
performance of CPPS at substation level. Similarly two
reliability indices considered in [48] for reliability assessment
of CPPSs using a Bayesian attack graph and Markov model-
based technique. Reference [49] constructed a cross space
model and proposed different impact indices for numerical risk
assessment of cyber-attacks. Reference [50] proposed a
comprehensive mechanism to quantify the resilience of power
system using four stability index and two performance indexes.
The co-simulation platforms have recently gain much attention
of the researchers because until now there is no reliable
software that can handle the differences in the mathematical
model of communication and power systems [51]. A co-
simulation platform is proposed with hardware in the loop
(HIL) in [51] to perform real time analysis of CPPS for MITM
and distributed DoS cyber-attacks using OPNET and RT-LAB
software. Reference [52] tested various cyber-attack detection
and defense methodologies in virtual environment and then
based on cost-benefit and risk reduction tradeoff suggested that
wind farm operators, grid operators, and OEMs should install
the proposed technologies for reducing the chances of
destructive attacks.

G. Summary of Cyber Attack Studies in Bulk Power Systems

Table | presents the overview of some significant studies that
discussed cyber physical security for bulk power systems. Each
study is summarized according to its focus of research,
cyberattack discussed, test system utilized, proposed
methodology, and outcomes of the research work. Most of these
studies considered FDI attacks while other DoS attacks, MITM
attacks, Data Injection Attacks (DIAs), Sequential Attacks
(SAs), TDAs and CCPAs to investigate the cyber physical
security for bulk power system. This is because FDI cyber-
attacks are extremely covert and difficult to detect through
BDDs [53]. According to different studies, in FDIA an attacker
can tamper with power system component measurements [54],
overload multiple transmission lines [55], and mask line
tripping [56]. Furthermore, Table | demonstrates that most of
the studies considered IEEE 39 and 118 bus systems while the
rest considered other tests systems and practical systems for
testing of proposed frameworks.
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TABLEI
SUMMARY OF THE SIGNIFICANT RESEARCH STUDIES ON CYBER SECURITY FOR BULK POWER SYSTEMS
Refs | Focus of the research Cyber attack Test system Proposed strategy Main results
[14] CPPS situational aware- DoS IEEE 39 bus Hybrid deep learning model _Cybe_r-at_tacks can be_locallzed and
ness identify in near real-time
Modeling, detection and Decomposition algorithm- :
[57] | mitigation of cyber at- FDIA IEEE 118 bus and based detection and mitiga- Stealthy cybfer attacks_ can be prevented
Chinese 132 bus . by constructing a feasible attack vector
tack tion strategy
Attack against measure- Attack against physical infrastructure
[28] | Cyber-attack modeling DIA IEEE 118 and 30 bus | ments of physical infrastruc- | and control center indirectly and di-
ture and control center. rectly affects the state estimation.
[29] | Cyber Attack detection FDIA IEEE 14 and 118 bus | Graph neural network Improved detection accuracy
Power system reliability IEEE 24 bus & prac- | CPPS performance is as- Power system usually fails due to fail-
[47] CCPA . - L :
assessment tical system sessed via two indices ure of physical components
[30] Cyber-attack Detection FDIA EEE 30, 118 and Graph convolutional net- Efficient detection of FDI attacks
2848-bus work
[58] r:’g::er system robust- SA IEEE-118 bus Deep Q-network Algorithm Increased robustness
[33] | Power system resilience | MITMA IEEE 14 and 118 bus Dynamic risk assessment U_nco_ver net'work' security risks and
model highlights high-risk nodes
. . Accurate detection and mitigation of
[31] I?etectlon and mitiga- FDIA Central New York SLA FDI attacks aligned with a disturbance
tion of cyber attack power system .
in the system
[59] | Attack detection FDIA IEEE 39 bus Votlng—Based Machine Accurate detection of FDIA
Learning Strategy
[60] | Power system resilience | FDIA IEEE 30 Bus system Dynam_lc risk propagation Accur:_ate attack prediction and risk
evaluation approach analysis
- FDIA, DoS, .
[42] | Attacks Detection MITM IEEE-118 bus Cross-layered strategy Accurate detection of cyber attacks
[32] Attack_ modeling and Distributed FDIA | IEEE 14-bus I?eep learning-based algo- Accurate detection of FDIA
detection rithm
Attack modeling and IEEE 24 bus . Improved modeling and detection of
[61] detection FDIA and 39 bus Ensemble based Learning FDIAS.
[34] Attack modeling and FDIA IEEE standard 14-, Interval state forecasting- Improved modeling and detection of
detection 30-, and 118-bus based countermeasure FDIAs.
. IEEE 14-bus, 30-bus, | NSGAII-based FDIA
[35] | Attack Modeling FDIA and 118-bus (NSGAII-FDIA) scheme Sparse and stealthy FDIA are modeled.
[62] Power system reliability FDIA IEEE 30 bus GA _based risk-averse System resilience of ro_utmg model is
assessment routing model better than other techniques.
Power system reliability IEEE 14, 57, and 118 Three-level CCPA z?\tte_\ck s Proposed CCP attack can cause N-1-1
[43] CCPA modeled for transmission ]
assessment bus - - . contingency
line cascading failure.
[63] A@tz_a\ck _detectlon and FDI and DoS IEEE 39 bus system Saturation defepse method Accurate detection and mitigation of at-
mitigation based on an active cut set tack
[64] | Attack detection FDIA IEEE 39 bus Sliding mode observer Accurate detection of unknown attacks
[65] Attack Detection and MDIA IEEE 14-bus and 57- Dynamic time wrapping Reduce the MDIA threats
mitigation bus
[49] Attack_ modeling and FDIA 160-node CPPS test Markov processes Improved _method for attack modeling
detection and detection
[66] | Attack modeling FDIA IEEE 14,39, and 118 | AC state estimation based Maximize financial loss
bus CCPA
[40] | Attack detection DA IEEE 39 bus Dat_a driven time delay eval- | Accurate detection of time-delay at-
uation approach. tacks.
[67] | Attack detection FDIA IEEE 14 bus PV”a.”"C weight ense_:mble Improved attack detection accuracy.
isolation forest algorithm
[68] quer system_ cascading CCPA IEEE 39 bus S_tochastlc modeling tech- Effective approa_ch for evaluating ro-
failure modeling nique bustness of multistate CPPS.
[69] ngver system vulnera- FDIA |EEE 118-bus Nonlinear optimization Develc_Jped model sut_:cessfully over-
bility analysis model flow single and multiple lines
. . IEEE 39 bus and Vir- | Moving target defense .
[20] | Attack detection Coordinated FDI tual European Grid (MTD) strategy Successfully detected coordinated FDI
. IEEE standard 14-, Multivariate ensemble clas-
[70] | Attack detection FDIA 57. and 118-bus sification Successfully detected FDIA
Detection and mitiga- New England 39-bus Multi-agent-based hierar- Successfully detected and mitigated
[71] . FDIA chical detection and mitiga-
tion of cyber attacks system tion scheme FDIA
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[6] I:?etecﬂon and mitiga- FDIA IEEE 118-bus Mlxed-_lnteger linear pro- Effectively detected and mitigated
tion of cyber attacks gramming model FDIA
Bilateral-information-based
[72] | Attack detection ClA and RIA Practical system cyber-attack identification Successfully detected cyber attack
method
DDOS and Real-time co-simulation Successfully simulate the proposed ap-
[51] | Co-simulation platform MITM 7-bus system platform with HIL based on | proach
RT-LAB and OPNET
. -, Classifier development us-
[73] Detection and mitiga- FDIA IEEE 14-, 57-, and ing extreme learning ma- Successful system restoration
tion of cyber attacks 118 ’
chines.
Power system Vulnera- New England 39 Minimum load reduction Attack on the cyber layer cause more
(741 | iy : DoS
bility Analysis nodes system model loss.
[75] | Power system resilience | DoS, FDI |EEE 57-bus MILP based optimized algo- $uccessfully improves the system resil-
rithm ience
[76] | Attack detection FCIA IEEE 39-bus Sequential search strategy Successfully detected attack pattern
[45] | Attacks detection FDIA IEEE 39 bus Adaptlv_e nonparametric Successfully detected attack pattern
cumulative sum detector
. The advantages of the proposed plat-
[77] | Co-simulation CCPA IEEE 9-bus system State f:achmg based Syn form in terms of simulation accuracy
chronization mechanism -
and calculation speed are demonstrated
78] Attack detection and FDIA IEEE 30-bus and Graphical detection tech- Proposed method can detect FDI at-
mitigation IEEE 118-bus niques tacks accurately
[79] | Attack modeling FDIA |EEE 4-bus, 118-bus m;mple cooperative attack- Ecr)(s)tposed strategy reduces the attack
Distributed finite-time fre- - .
[80] | Power system resilience | TDA and DoS IEEE 39 bus quency control Succes_sfully quantified the cyber physi-
cal resilience
framework
|EEE 30 57. and Dynamic cyberattack model | proposed solution is capable of anom-
[81] | Attack detection DDIA llB—busY ’ with local network infor- aly detection.
mation
[41] | Attack detection TDA P_ractlcal transmis- Ffartlal spectral discretiza- F_'ropqsed method reduces the computa-
sion network tion tion time.
[82] | Attack detection TDA P'ractlcal transmis- Delaye(_j dlffergntlal Accurate detection of time delay attack
sion system algebraic equations
[83] Attack_ modeling and FDIA IEEE 14, 30 and 57 Dynamic attack model Accurate modeling and detection of at-
detection bus tack
[84] | Attack detection FDIA IEEE 39 bus Matrix perturbation theory gﬁzl:i?;ew track targeted interarea os-
Modeling, detection and Two-layer game theoretical Better understanding of attackers and
[38] mitigation of attack FDIA IEEE 14-bus attack model defenders’ behavior
[85] Power system security FDIA IEEE 118 test system Distributed bl_ockcham— Promising solution for the data security
assessment based protection framework
[gs] | Detectionofeyberat- | IEEE 39 bus Distributed host-based col- | 0\ 216 etection of FDIA
tack laborative detection

I1l. MAJOR CYBER ATTACKS ON GLOBAL POWER SYSTEMS

Over the years a few cyber-attacks on power grids have been
reported. The summary of those cyber-attacks is given in Table
Il. The Idaho National laboratory conducted a generator test
against a cyber-attack in 2007 [1]. For this purpose, a 27-ton,
2.25 MW diesel generator was procured and connected with the
substation. A 30 lines computer program rapidly performs out
of synchronization switching of the circuit breaker associated
with the diesel generator. Consequently, the generator loses its
synchronism with the grid and then the generator’s engine
experienced unusual torque which eventually exploded the
generator. This was only a test against cyber-attack, therefore
this experiment had no impact on the customers and the
quality of electricity supply [1]. In 2010 the US and Israel
intelligence agencies attacked the Iran nuclear power plant
facilities with a malicious worm named Stuxnet [2]. The

Stuxnet was injected in the target facility through an
infected USB flash drive which then proliferated to other
industrial control processes. It is reported that Stuxnet disrupted
approximately one-fifth of the nuclear power plants in Iran.
However no major impact on the power system was recorded
[2]. In December 2015 the Ukrainian power grid was attacked
by a malware which affected almost thirty substations. Overall
225,000 people of three distribution companies lost power for a
time period from one to six hours [3]. This is the first publicly
acknowledged successful cyberattack on a power grid. The US
and Ukrainian intelligence agencies attributed this attempt to a
Russian cyber-attack. Approximately one year later, Ukraine
power grid was attacked with further advanced cyber-attack on
December 17, 2016, resulting in an outage of one transmission
substation [3]. Because of this 200 MW of load remain
unsupplied for a few hours. In March 2019 the power grid
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TABLE Il
CYBER PHYSICAL ATTACKS
Ref. | Year Location Attack object Attack type Impact
ldaho National La- Aurora attack manipulated a circuit
(1] 2007 boratory, USA breaker of a diesel generator FDIA Exploded generator
Stuxnet worm penetrated the nuclear — At Iez%st 14 mdystnal_locanons n Iran
[2] 2010 Iran ower plant SCADA svstem Malware Injection were infected, including a uranium en-
P P Y richment plant.
3] 2015 Ukraine Attack on the breaker’s settings in 3 dis- EDIA For a few hours, 225 k customers were
tribution companies without service.
. . . It amounted to a one-fifth reduction in
[3] 2016 Ukraine miasl\s/\ilgrr]eswgsl:Zgg?]/ecrol:ttrrgldsessltr;ﬁstrans- Malware Injection power use at that time of night. (200 mw
Y load was unaddressed)
[5] 2017 ireland Copied all the firmware and files on the MITM Information of sensitive components was
compromised routers breached
Power Utilities @ . For a short time, electrical system opera-
[7] 2019 California & Wyo- ﬁmm:&iﬂi?a?ﬁ?mk bombarded DoS tions would be disrupted, but this would
ming, USA not result in a blackout.
The infected systems were segregated
9] 2019 P;gag;k;g;] ?:fr:ﬁar Virus infected the systems at the power MITM from the vital internal network, and the
L plant rest of the system’s functionality was un-
Nadu, India
affected.
[11] | 2020 Mumbai. India Malware affected safety systems of the Malware Iniection For a few hours, customers were without
' power grid ) service.

operation was interrupted by the distributed DoE attack in the
Los Angeles and Salt Lake counties of US [7]. The power
delivery to the consumers was not disrupted due to the attack,
however, it caused few operational interruptions. These
operational interruptions may include computer hacks, data
loss, or unexpected errors. The Ireland power grid was targeted
by foreign actors through MITM type of cyber-attack in 2017
[5]. The attack was first detected and reported by VVodafone; a
company which provides telecommunication services to the
Irish grid. The attack on the internet router remained for seven
hours and the attackers gained access to all the information that
passes through strategical routers. Fortunately, there was no
blackout or power interruption reported but authorities are still
unclear how much data was compromised because of the attack
[5]. In September 2019 the Kudankulam nuclear power plant in
India was targeted by a malware attack [9]. According to the
investigation report only one personal computer connected with
the administrative network through an internet server was
targeted. However, no electricity interruption was reported due
to this attack. In another incident, the cyber-attack was made on
the power grid of Mumbai which is the business hub of India
[11]. As per the reports most of the city remained without power
for 8 to 10 hours. According to the US based company
Recorded Future malware was injected by the Chinese
attackers. However, the Indian authorities denied these reports
and stated that there is no proof that cyber-attack was behind
the October 2020 blackout, and it was totally due to human
error. Furthermore, China also categorically denied any
connection with suspected cyber-attack on the Indian power
grid [11].

1V. MAJOR NATURAL AND EXTERNAL PHYSICAL ATTACKS ON
GLOBAL POWER SYSTEMS

Over the years, power systems have faced many naturally
generated and externally created physical attacks due to various

reasons. These physical attacks caused widespread blackouts
and huge economic loss. There is no proper list of external
physical attacks available in literature and news. However a list
of naturally generated physical attacks is available in [12]. The
details about some of the prominent natural and external
physical attacks are mentioned in Table I1l. The table clearly
demonstrates that each incident affected many people for a long
time. The 2003 North American and Canadian power
breakdown is the prominent one and most discussed blackout
in the history that affected 55 million people, resulted in 11
deaths and an economic loss of $6 billion [12]. For many
consumers power returned in three days, however it took 14
days to completely recover the system. The 2012 Indian
blackout affected approximately 620 million people (this is the
largest number of people affected due to any blackout) for
around 2 to 3 days [87]. The blackout started from a breakdown
in the northern grid and then proliferated to half of the country
[12]. Similarly, the 2023 Pakistan blackout due to naturally
generated physical attack affected 230 million people (90%
population of country) for one day. The breakdown started
because of chronic frequency fluctuations in the southern part
of the country that resulted in cascade tripping [12]. Another
example of power breakdown because of naturally generated
physical attack is the 1999 southern Brazil blackout that
affected 97 million people. The breakdown started due to a
lightning strike at an electrical substation in Sao Paulo state and
then proliferated to the entire power system. The power started
returning after 10 hours, however it took 103 days to completely
reinstate the entire system [12].

In 2015 Pakistan power system was hit by a massive external
physical attack that caused blackout in almost 80% of the
country [87]. Terrorist attacked the 220 kV transmission line in
Baluchistan province that initiated the cascaded tripping. It took
around one day to completely recover the system. Similarly,
terrorists attacked the Iran to lIrag transmission line through
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explosive device that caused a blackout in one third of Diyala
province [88]. In another incident a shooting attack was made
at two electrical substations in North Carolina on Dec 5, 2022,
that left thousands of people without power for almost 5 days
[89].

TABLE 11
MAJOR INTERNAL AND EXTERNAL PHYSICAL ATTACKS ON
GLOBAL POWER SYSTEMS

Ref | Attack Location Year People Time
Affected | Duration
(Million)
[12] | Natural India 2012 620 36 hours
[12] | Natural Pakistan 2023 230 22 hours
[12] | Natural Bangladesh 2022 140 10 hours
[12] | Natural Java 2019 120 8 hours
[12] | Natural Southern 1999 97 103 days
Brazil
[10] | Natural Canada, USA 2003 55 48 hours
[87] | External Pakistan 2015 200 1 day
[88] | External Iran-lraq 2021 0.54 2 days
[90] | External North Carolina | 2022 0.1 3 days
[89] | External California 2013
[91] | External Washington 2022 0.014 8 hours
state

V. DISCUSSION AND RECOMMENDATIONS

Over the years significant advancement has been made in the
infrastructure and operation of power systems via integration of
modern generation sources and inclusion of latest control and
protection technologies. Accurate operation of these
technologies may require control signals and measurements of
power system components transferred over high-speed
communication networks. Although the interaction between
power systems physical infrastructure and communication
networks (generally known as CPPS) offer numerous benefits,
many researchers believe that they may subject to cyber-
attacks. Therefore, this concept has been addressed in many
studies that assume various attack scenarios and different attack
modeling techniques (see Table I). However, if we look at Table
I1, only a few cyber-attacks are reported against practical power
systems. Most of these attacks have not had any significant
impact on power system stability. For example, the ldaho
national laboratory cyber-attack was confined to a lab
experiment. The Stuxnet attack against the nuclear power plants
in Iran had no impact on the power system. The cyber-attack
against the Irish power system resulted in the stealing some data
but no customer lost power. The cyber-attack against power
utilities of California and Wyoming caused some interruptions
but not a blackout. As mentioned in Table Il, until today only
three incidents of cyber-attacks have made significant impact
on powers systems around the globe. The 2015 cyber-attack
against Ukrainian power grid affected about 225 thousand
people with the respective social and economic consequences.
Similarly, due to another cyber-attack against Ukrainian power
grid in 2016 almost 200 MW of load remain unsupplied for few
hours. However, one can argue that both Ukrainian attacks are
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special cases comprising unusually dilapidated infrastructure, a
high level of corruption, and exceptional possibilities for
Russian infiltration due to the historical links between the two
countries [92]. The Ukrainian power grid was built when it was
part of the Soviet Union. It has been upgraded with Russian
parts and still not been fixed. The Russian attackers are as
familiar with the software as insider operators [92]. According
to Recorded Future, a Massachusetts based cyber security
company, the 2020 Mumbai blackout occurred due to malware
injected by China. However, this is still not clear as both Indian
and Chinese authorities do not admit it as a successful cyber-
attack.

A. Comparison of Physical and Cyber Attacks

Globally, power systems have experienced both physical
attack and cyber-attacks. Since the development of modern
power systems numerous physical attacks occurred on the
power grid that resulted in long blackouts and massive financial
loss. The details of all the major cyber-attacks on power
systems are mentioned in Table 11. The information regarding a
few prominent physical attacks against the global power
systems is mentioned in Table I11. The comparison of physical
and cyber-attacks in terms of frequency of occurrence,
economic and social impact on society reveals that physical
attacks are far more dangerous than cyber-attack. For example,
the 2003 North American blackout left 50 million people
without power for almost two days. It caused a minimum of 11
deaths and an estimated loss of $6 billion. Similarly, the 2012
Indian blackout affected 670 million people (half of country
population) for almost one and a half days. The 2023 Pakistan
blackout affected 230 million people (90% of country
population) for almost 22 hours. The 2022 Bangladesh blackout
affected 140 million people (80% of country population) for at
least 10 hours. On the other hand, there is merely one example
of cyber-attack (2015 Ukraine cyberattack) that affected only
20 substations in the service area of three distribution
companies. This demonstrates that, as compared to physical
attacks, cyber-attacks on power systems have had negligible
economic and societal impacts. Furthermore, physical attacks
are easy to initiate and requires less effort as well such as a gun
fire at substation transformer or remote transmission line can
cause line outage that overloads other lines which are then
tripped by protective relays resulting in cascading failure.

B. Why Power Systems are Less Affected by Cyber Attacks?

Cyber security for power systems has recently emerged as a
buzz word but it has not significantly affected the power
system. Even a few energy security experts have now started to
say that although grid assets and utilities are bombarded by
cyber-attacks, there is little possibility that attackers will cause
an extensive blackout [93]. Most of these attacks are financially
motivated and the hackers try to steal the information that
grants them financial gains such as credentials of company
employees or customers and financial information of company
or customers.

Widespread  grid  breakdown  requires  in-depth
understanding of power systems and expertise in complex
attack modeling. This level of expertise may be possessed by a
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group backed by some nation or state. The blackout caused by
a state backed actor will probably be considered as an act of war
and there is a possibility that it will result in electronic or kinetic
response or maybe both after the identification of the
actors [94].

Power systems are usually designed in such a way that even
if the cyber attackers were successful in taking out the largest
power generating unit from the grid (for example, 6.8 GW
Grand Coulee Dam in Washington) a blackout will not occur
[94]. Many modern utilities and ISO’s have started installing
cyber secure synchrophasor platforms that store the system
parameters and measurements on multiple computers. In case
of any contingency the least loaded computer offer the fastest
response [95]. Furthermore, to reduce such risks, effective
preventive, and corrective measures, such as generation
redispatch, line switching and load shedding, have been
implemented to alleviate the post-contingency overload and
prevent false line tripping [96-98]. In general, if these protective
measures are properly implemented, the system will remain
post-contingency stable and secure.

VI. CONCLUSION

Power system security is a fundamental concern as power
systems around the world are prone to different types of attacks.
This paper explained different types of power system attacks
and critically discussed the significance of cyber security for
power systems i.e., whether it is important or just an idea.
Historically, there have been many naturally generated and
externally created physical attacks that have occurred on the
system. These attacks affected millions of people and caused
massive economic loss. On the other hand, merely one
authenticated significant cyber-attack (2015 Ukraine cyber-
attack) occurred on the system that affected only 20 substations
in the service area of three distribution companies. Thus, so far,
only one successful attack was carried out and the attackers had
substantial inside information. This demonstrates that maybe
cyber security is required for the system, but it is not a matter
of serious concern. This is because until today the cyber-attacks
have not caused any blackout or power breakdown that has
significantly impacted the lives of the people.
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