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Abstract

This paper is about preserving the Cloud data whose idea is to cure everyday problems with computing. Cloud computing is
fundamentally pooling the resources virtually and the resources like storage are provided to the end-users through the web.
Information preservation, security, uniform quality, and interoperability are some issues related to cloud computing. However,
the most essential issue is Security and how it is ensured by a cloud supplier. Security of data can be offered by means
of cryptography. This paper presents an improved composite data protection mechanism to protect data on the cloud from

illegitimate access.
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ABSTRACT

This paper is about preserving the Cloud data whose idea is to cure everyday problems with com-
puting. Cloud computing is fundamentally pooling the resources virtually and the resources like
storage are provided to the end-users through the web. Information preservation, security, uniform
quality, and interoperability are some issues related to cloud computing. However, the most essential
issue is Security and how it is ensured by a cloud supplier. Security of data can be offered by means
of cryptography. This paper presents an improved composite data protection mechanism to protect
data on the cloud from illegitimate access.
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1 INTRODUCTION

There is no such thing as “THE CLOUD”, it’s just somebody else’s computer. Cloud computing is also called on-
demand computing and it is a kind of web-based processing, where participating resources and data are rendered to
workstations and different gadgets according to demand [[1,[2]. Cloud computing is essentially intended to give the
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most extreme limit from the least resources [3|[4]]. The end client has the base equipment necessity yet utilizes the
most extreme capacity of processing [5]]. It is a technique that makes use of the Internet and Remote access servers
to manage application programs and data [6l[7]. Cloud computing can provide services at a substantially reduced
cost by commoditizing the IT assets and on-demand usage patterns [8]]. Virtualized hardware, provisioning services
rapidly, scalability, elasticity, accounting graininess, and cost assigning models make Clouds able to efficiently adapt
resource issuing to the changing demands of the users on the Internet [9H11]]. Recently service of cloud computing
which is storage as a service (StaaS) has become popular for providing services to both private users and public
users [[12H14]). STaaS is a service model in Cloud in which a special organization leases the storage space to people or
organizations [I5HI7]]. The data residing on the Cloud becomes vulnerable to exploitation by the service provider or
by other unauthorized persons thus this data is sensitive and needs a security [18H20]]. This fragility led us to find some
solution that can make users able to protect the data on the cloud [21H23]. There are various research challenges in
cloud computing such as portability, exchanging data, accessing the storage, protection, expenditure, energy efficacy,
etc. [24H26]). Fig. 1 presents the importance of data security and other critical issues, where data security and privacy
is one of the biggest barriers to the spread of this on-demand Computing. To upgrade the protection mechanism of
cloud computing it becomes essential to facilitate the users with authorization and access in a controlled manner for
the security of data.

20%
0%
60% —
50% -
40% - M Critical
30% W Very Important
20% — Important
10% - M Lessimportant
0% -
Data Security Compliance Legal & Lack of clarity Integration of
and privacy lssues Conceptual inpay peruse Cloud Based
Iszue Model application
with legacy
system

Figure 1: Data Security and Critical Issues.

2 RELATED WORK

Suruchee V.Nandgaonkar et al. gave “A Comprehensive Study on Cloud Computing “which describes that cloud
computing is conforming to a growing in-demand outfit in which computing assets are delivered on-demand. It de-
fines the architecture that is all the services of the cloud. They have defined cloud computing and have described
that cloud computing is becoming the next buzz in the IT industry. The structure of Cloud, Servicing Models of
Cloud (IaaS, PaaS, SaaS) are explained by them. Different cloud service models are compared in their work. Dif-
ferent motivating factors and challenges related to cloud computing are explained by them. Zhibin Chen et al.
proposed a report in which they have defined cloud computing and have described all the service models. They have
discussed various issues associated with cloud computing such as securing the cloud data, Privacy of user’s data, Legal
issues, Compliance, Freedom, etc. They have concluded the paper by describing that the Cloud environment leads us
to approximately never-ending capabilities in computing, good expandability, and on-request service. Anuradha Thi-
lakarathne et al. describes “current security risks and attacks on cloud such as Virtual Machine escapes and Virtual
Machine hypervisor, Cloud Zombie, DoS attacks, etc. “They have addressed the security issues associated in cloud
data storage and have explored many of them such as security, privacy, reliability, legal issues, open standards, com-
pliance, freedom, and long term viability.” They have defined different security issues, the different existing security
threats and attacks. They have explained Cloud Security has unavoidably turned into a significant business recognizer.
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There are certain things in the cloud we need to focus on which have been explained above. In conclusion to this,
security should be provided to the cloud data. There are certain encryption techniques that can be utilized to encrypt
that data to protect it from malicious attacks. Techniques of encryption are further presented in modified forms.”Zaid
kartit et al. [30] it is proposed to apply encryption technique enhancing data security in cloud storage which is easy, se-
cure, and provides an architecture which preserves privacy while sharing data between clouds. Encryption/Decryption
algorithms are the basis of this architecture which focuses on protecting the cloud data from unauthorized access.
There are two parts to these algorithms. The first is the file upload part in which, plain text is encrypted by applying
the AES algorithm. The next part, which is about downloading a file, states two phases of the algorithm. The first
phase comprises the decryption of the AES key by applying RSA (Rivest-Shamir-Adleman) algorithm. The second
phase comprises the decryption of ciphered text by applying the AES key obtained from the server. Here, the AES
key is decrypted using RSA, there are some demerits to RSA which are that are both public and private keys are
directly related to x” which is the product of two prime no’s which is easy to factorize in cases where the public key
is well known to all. Uma Somani et al. [31] have described the encryption of data before sending it to the network
along with electronic signature, describing RSA to be the most significant algorithm with asymmetry, associating it
with electronic signature and asymmetric cryptography for increasing the protection of cloud. This is a two-tier secu-
rity procedure. Viswanath et al. [32] proposes a method to enhance the protection of cloud data by making use of a
combined form of (Rivest Shamir Adleman & Advanced Encryption Standard ) techniques for securely uploading as
well as downloading the files. Ganesan et al. [33]] proposed the security which comprises a procedure with four tasks
based on cryptographic techniques of Diffie Hellman and Elliptic curve algorithm to verify the legitimacy of a user
within the environment of the cloud. The first task is Initiating a connection, Creating the account is the second task,
Checking the legitimacy of the user is the third task and the fourth and last comprises exchanging the information.
The main advantage of this technique is that its time complexity is sub-exponential due to which it is difficult to break.
Prashant et al. [34] proposes Digital Signature and associating it with Advanced Encryption Standard encryption and
Diffie Hellman algorithm to perform file upload as well as download over the Cloud.

3 PRELIMINARIES

3.1 Cloud Computing

It is a mechanism to enable a benefic, on-demand organized approach to a shareable domain of operating resources
(for example workstations, server systems, backlogging, application programs, and management systems) that can be
provided rapidly as well as released with minimal management efforts [35]]. Cloud computing is generally considered
as the delivery of demands [36]. It is a kind of computing in which computing resources from application programs to
processing centers are asked across the Web for use and pay accordingly. [37]]

(A) Features

(a) Service according to demand: The user does not require to interact with each service provider to provi-
sion facilities like time-slots of server and storage on the network.

(b) Access to Broad Cloud Network: Abilities become obtainable across the inter-network and got over
basic components that encourage utilizing at different server-dependent or server-independent clients
stages (for example smartphones, smart notepads, Laptops, and computer systems) [38}/39].

(c) Grouping resources: The resources figured by a supplier are grouped to provision various users utilizing
multiple-inhabitant display, along with resources intangible and virtual form, powerfully relegated as
well as reassigned with respect to customer’s needs. Memory repositories, operating processes, and
transmission capacity on the web are included in cloud resources.

(d) Quick Flexibility: Facilities provided by the cloud are flexible enough to be provided and released,
correspondingly rapidly outside and inside comparative according to the need of user [40,41].

(B) Service Model for On-Demand Computing

(a) Software As A Service (SAAS): This mechanism explains that the user doesn’t really have to worry
about any particular software installation; it means the client can use desired software without installing
it on its own system. The applications which run off the cloud are included in this layer. They are paid
off on the basis of use from anywhere and anytime. These applications are available on-demand on the
web [42].

(b) Storage as a service (STAAS): This service provides online remote storage independent of the client
system and its platform. It felicitates cloud applications to a scale beyond their limited servers [43].
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(c) Infrastructure As A Service (IAAS): Virtualized resources for computing over the internet are provided
by this model. This service model delivers computer infrastructure on an outsourced site to help or-
ganizational operations. In this model, a third-party hosts its infrastructure components like hardware,
software, servers, storage, etc. in place of its users. IaaS suppliers likewise have client, application pro-
grams along with maintaining systems, keeping backups, and making plans for tolerance are managed
by the same [44].

(d) Platform As A Service (PaaS): This is a mechanism using which software and hardware tools needed
by the user for any software development across the internet are provided by the service provider. It is
a service where an integrated environment for development is provided. Example: service for java or
service for ¢ language is configured accordingly like the required software’s and editor is installed and
is made available to user [45]].

(C) Cloud Deployment Models

(a) Private Cloud: It is a cloud environment that is hosted at both internal and external ends as well as
controlled internally or by a mediator. It is available for single use and accessible exclusively by a single
organization having multiple consumers that share common concerns, policies, and considerations. It
may be a costlier way however it can provide a greater degree of protection, safety, and/or conforming
to policies. Google’s “Gov Cloud "is one of the examples of a Cloud formed by a community [46].

(b) Cloud for Public: It is a mechanism using which capabilities are obtainable by everyone; these services
may be free. There is generally not much difference in the architecture of public cloud or private cloud,
but security considerations can be different for them. Example: Amazon AWS, Google.

(c¢) Community cloud: It is an environment where the configurations can be utilized by a particular com-
munity of consumers of particular organizations having a common concern and having specific security
requirements. It can be managed through multiple organizations included in that group, a mediator, or
both [47].

(d) Hybrid cloud: It is the model which is the combination of two or more deployment models that are
unique entities but are unified together and provide the advantages of both the models [48]].

3.2 Security

The name ‘Cryptography’was obtained from ‘Kryptos’which is a Greek word, it stands for hidden or secret. Some-
times confidentiality of the data is a very important aspect of data transmission. Cryptography is the hiding informa-
tion [49]. It is the science that is used to keep the information safe and secret. Basically, cryptography is a technique
which used to transfer data safely between two parties without getting interfered with by external entities. Cryptogra-
phy is based on an algorithm and key which converts information into un- understandable format [50|]. The original
information is called plain text. And after the conversion of information, the converted information is ciphertext [S1].

When a message (data) is sent over a network or from one party to another party that message is encrypted from plain
text to ciphertext and that conversion means encrypting the message. When a receiver receives ciphered data, the
receiver applies decryption on the ciphered data and gets the plain text and that conversion of cipher text into plain
text is called decryption [52]. The process of Encrypting and Decrypting the data is shown in Fig. 2.

Security permits the classification, respectability, and accessibility of data. The improvement of advancements and
their institutionalization makes accessible an arrangement of calculations and conventions for reacting to these is-
sues [53]. There are two categories of Cryptography, Symmetric-key encryption, is a kind of algorithm that employs
the same key to apply cryptography in both the operations, encrypting and decrypting the data whereas asymmet-
ric encryption algorithm (encryption based on public key) employs distinct keys, one key which is public, used for
encrypting the data and another key which is kept private, used for decrypting the data. These two keys are linked
mathematically to each other [54]. Someone is able to encrypt a message using a public key, which provides confi-
dentiality, and then the only person possessing the private key is able to decrypt it [[55]]. To have cloud computing with
enhanced security, it is essential to cater to objectives like verifying authenticity, authority, and accessing data in a
controlled manner while working with data residing on cloud [56]. The four essential aims concerned with a security
system are:

1. Authorization: This indicates that the message should be accessed by only the sender and the intended re-
ceivers. If any unauthorized person gets access to that data then confidentiality gets compromised.

2. Authentication: Using this mechanism, proof of identity is established. The origin of an electronic message
or document is correctly identified and verified using this authentication process.
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Figure 2: Encryption and Decryption Process

3. Integrity: If the contents of a message are altered after sending the data, but before reaching the intended
receiver, it is known as the integrity of the message not retained. A message with lost integrity results in
modification.

4. Availability: It is the extent up to which the data on the cloud is available to the user unceasingly from
anywhere. [57]

4 PROPOSED WORK

Data encryption using Cryptography is specifically the best way for protecting the information in the cloud environ-
ment. Here we propose an algorithm for the encryption of data. The process of encryption will go through several
steps of encryption. Our proposed algorithm mainly comprises two steps, the first being the substitution of letters that
will follow a particular procedure and the second being the hybrid form of the RSA algorithm. “RSA is an asymmetric
encryption algorithm and it was given by Ronald Rivest, Adi Shamir, and Leonard Adleman in 1977. In this algorithm,
the Public key is used for encryption and the Private key is used for decryption.”. “Here, the security is based upon
supposition such that it becomes tough to guess multiples of big integer values and get “private key “which is utilized
to decrypt the data. However few shortcomings are associated with the Rivest-Shamir-Adleman technique such as the
decrypting process is performed using q and M, so factorizing and deriving the “private key is easy like “public key
“because everyone knows it. Here M is obtained by multiplying two prime numbers and the private key is represented
by q.”. RSA is a Block Figure in which each message is represented as a whole number. Once the encryption of the
message is done by applying the Public key, then decryption will be done using the comparing Private Key as it were.
RSA is fundamentally an unbalanced form of encoding/decoding calculation. It is unbalanced in the sense, that here
the public key is broadcasted to everyone such that everyone can encode data and the secret key which unscrambles the
data, is kept secret and unshared by everyone. The Algorithms [T to 3] depict the procedures for RSA key generation,
encryption, and decryption respectively. The encrypted file is uploaded to the cloud. Further, the file is downloaded
by the authorized user, who decrypts the file and then reads it. Fig. 3 explains the whole process of file uploads and
file downloads.

(A) File Upload

The encryption is done in two phases. The first phase is about encrypting the plain text using the position of
the prime no and taking the modulo of that number. Further, in the second phase, encrypted text from the
first phase is taken as an input for the second phase, and a hybrid RSA algorithm is applied to generate the
final encrypted text. The basic idea behind this hybrid form is to introduce a third prime no, instead of using
two prime no’s, we are using three prime no’s to generate “public key”and “private key”. The steps for key
generation using a hybrid form of RSA (HRSA) are depicted in Algorithm f] The enciphering process is
explained in Algorithm [5]that uses the public key(e) generated in Algorithm [4]for encryption.
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Algorithm 1 Generate_RSA_Key()

INPUT: Select two random distinct prime numbers a and b.
OUTPUT: Find Public Key (p), Private Key (q) and Modulus (z).
Begin

Procedure(x, y,p, d, M)
M<—zxzxy
Calculate Euler ®()of M
S(M)+ (z—1)*(y—1)
Generate a public key p , such that
GCD(p,®,(M)) =1,1<p < ®(M)
Compute the private key ¢,
such that, d < p~tmod(®(M))
End Procedure
End

Algorithm 2 Encryption_RSA()

INPUT: Select Plain text (X)), Public key (p) and Modulus (/).
OUTPUT: Find Cipher text (E).

Begin
Procedure (X, p, M, E)
FE + XP mod M
End Procedure

End

Algorithm 3 Decryption_RSA()

INPUT: Select Cipher text (E), Private Key (¢) and Modulus (M).
OUTPUT: Find Plain text (X).

Begin
Procedure (X, p, M, F)
X < EF?mod M
End Procedure

End

Algorithm 4 Key_Generation_HRSA ()

INPUT: Select three random prime Numbers z, y, and z.
OUTPUT: Find Public Key (p), Private Key (d) and Modulus (/).
Begin
Procedure(x, y, p, d, M)
M—zxyxz
Calculate Euler ®()of M
M)+ (z—1Dx(y—1)*x(z—1)
Generate a public key p , such that
GCD(p,®,(M))=1,1<p < ®(M)
Compute the private key g,
such that, d < p~tmod(®(M))
End Procedure
End
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Figure 3: Procedure of File Upload and Download

Algorithm 5 Encryption_ HRSA_Encryption ()

INPUT: Select Plain Text (7"), Prime no(Z)
OUTPUT: Generation of Cipher Text (Zp).
Begin
Encryption Process
Step I: INPUT(T’, Z) [substitution process]
Calculate position of T’
Further Z= prime no of position 7" + 1
z1 = Z mod 51
zo = Z/51 (ignore the floating part)
Further z1 = z1 + 57
z3 = 21/51
Cipher text Zy = z; mod 51
Step II: Encryption_HRSA()
INPUT: Select text (Z), Public key (e) and Modulus (M).
OUTPUT: Calculate Cipher text (F).
Procedure (Zy, e, M and E)
E < Z§ mod M
End Procedure
End
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(B) File Download
The uploaded encrypted files can be downloaded by the authorized user, then he can decrypt them and can
see the file on his system. The decryption process is explained in Algorithm[6] The decryption is also done in
two steps: In the first step, the ciphered data generated through the use of a public key (e) is decrypted using
a private key (d), and Z is generated. In phase two, Z is generated which will finally replace the position of
the alphabet (original plain text).

Algorithm 6 Decryption_HRSA()
INPUT: Select Cipher Text(F), Private key (d) and Modulus(M)
OUTPUT: Plain Text (P)
Step I: Find Plain Text (Zj)
Begin

Procedure (Zy, e, M and F)
Zo +— E%mod M
End Procedure
Step II: Zy (Decrypted text from 15 step of Decryption)
Final Decryption
Step 1: z4 = ((51 * 23) + Zy) — 57
Step 2: Z = ((51 % z2) + 24)
Step 3: Z is a prime no. calculate the position of prime no
from the list of Prime no starting from 2. Let the position is <.
Step 4: Replace the Z with the alphabet at position ¢ — 1.
The alphabet is the final Decrypted message(7").
End

The tool hereby is providing an interface, to transfer data over the server system, from where a logical volume is
shared with the client over ISCSI protocol. The features are enhanced by applying a cryptographic hash over the data
before the data is transferred over to the server system. Therefore the security and integrity of data will be maintained
and any kind of snooping risk over the server is also eliminated. Encryption will be provided by a C/java executable
program before it gets uploaded over the drive. For all this purpose the various tools and technologies are applied at
different levels of the project.

At Frontend: HTML, CSS, bootstrap, and JavaScript will be used. A user interface will be provided by HTML/CSS
web pages having Cross-platform responsiveness by bootstrap and verification from javascript. At Backend: Python
CGlI integration with HTML, C: The Python CGI program will be integrated to execute Linux kernel command through
a web interface. It will pass user input along with the Linux command to the bash shell terminal. Redhat Enterprise
Linux 7.3 will be used as Operating System. PHP, My SQL Databases. Data for all the registered users will be saved in
a database file using PHP, and MySQL. All the backend of RHEL OS various configurations for a repository of yum,
epel, etc. are made and software like ntfscrogs, sshpass, and others are installed to provide stem less virtualization
environment. General Protocols are used such as HTTP, ISCSI, and SSH. The HTTP protocol is here providing the
web interface to the user for which the HTTP daemon is started on the server-side. The SSH protocol is used to log
in from client to server system to make the permanent drive entry and from server to client-side to mount the drive
permanently. ISCSI protocol is providing the connection for block storage.

5 CONCLUSION AND FUTURE SCOPE

Regardless of the advantages of cloud storage, there are as yet numerous real issues concerning security that should
be understood. In this paper, we have explained literature related to the cloud, its models, its security issues, different
encryption techniques, and its modifications to encrypt data before storing it in the cloud in such a way that the data is
accessible to the legitimate person only and there would not be loss of data confidentiality. If somehow any intruder
tries to access the data and somehow is able to access the data from the cloud, then he will get it in non-readable
format. The algorithm proposed makes the Cryptanalysis complex as it changes the position of the plain text alphabet
using the prime no and finally it applies the Hybrid RSA Algorithm with the usage of three prime no which makes it
more difficult to factorize the variable ‘x ’as x is directly related in key generation. In the future, perspectives, digits,
and ASCII values can also be included for encryption. Encryption can also be done on portable document files.
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