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EXECUTIVE SUMMARY

It is time for Australia to contemplate the development for a digital marketplace data & insights that permit
relevant information to be obtained by relevant parties in a timely manner, all the time preserving the privacy
of individual data-subjects. The Data Exchangeis a technological representation and implementation of the data
& insights marketplace. The data traders entities supply and purchase data & insights from the marketplace
platform. The data trader entities can be organizations, collectives, data cooperatives or individuals. The data
trader parties obtain authorized access to data objects in a protected manner, where data objects include: raw
data, references to data, collated data and reports, metadata and insights.
The following general features are required for a successful Australian data exchange:

e Privacy and anonymity of the data subject is confirmed. The market place platform observes and
enforces the privacy first principles.

e Access history to data objects are logged and made immutable through recording onto a public
blockchain.

o The identity of any entity accessing data objects is confirmed. The default individuals identity verifica-
tion mechanism must be based on their Australian +GOVAU account, which maintains the authoritative
one-to-one correlation between their online digital identity and their real-world legal identity.

o Organizations and their proxies are authenticated by existing federal government authorization systems.

e The access logic to the data-objects are implemented using safe and composable smart contracts.
Remunerations for data access and trades can be on-chain tokens, which may have zero economic
value. The data exchange platform can be operationally self-sustaining in the long term by charging a
small percentage from the value-carrying (non-zero) tokens.

The proposed Australian data exchange platform consists of three logical tiers:

(1) A top tier, where insights are shared.

(2) A middle tier, where access to data objects takes place.

(3) A foundational tier, where data is managed in a decentralized and protected manner.

1 INTRODUCTION

Modern society is current facing a dilemma with regards to data-driven decision making for indi-
viduals, organizations and communities. On one hand, individuals, organizations and communities
need access to data in order to perform computations as part of decision-making. The promise
is that better insights can be obtained by combining data from different domains in interesting
and innovative ways. On the other hand, however, there is considerable risk to individual privacy
and to commercial IP when data is shared across entities. The 2011 World Economic Forum (WEF)
report [1] clearly points to inadequate care given today to personal data, with evidence abound
with regards to theft or misuse of personal data reported in the media.

A new data exchange paradigm is needed to address the needs for data and insight in the data-
driven society and economy. Many entities in the data-driven economy need insights in an efficient
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and timely manner. Often these entities either do not have direct access to the data or do not
possess the capacity (e.g., algorithms, compute power, know how) to derive insights from data
across various verticals. Thus, the data exchange must also be a marketplace for insights, one that
brings together various disciplines and expertise in computation social science, algorithm design,
cloud computing management and privacy-preserving computations.

Recent advances in cloud computing, machine learning and blockchain technology [2], along
with a maturing digital identity space are providing the technical framework for the development
of digital data exchanges. The challenge for governments is to encourage interoperability in the
digital economy with the use of open systems and networks to prevent these new exchanges
becoming extensions of existing industry silos, or disconnected profit driven enterprises arising
out of personal and machine data collected by telecommunications and social media organizations.

2 MOTIVATIONS: IMPROVING ACCESS TO DATA AND INSIGHTS

Today there are a number of open challenges with regards to the information sharing ecosystem:

e Data is siloed: Today data is siloed within organizational boundaries, and the sharing of raw
data with parties outside the organization remains unattainable, either due to regulatory
constraints or due to business risk exposures.

e Privacy is inadequately addressed: The 2011 WEF report on personal data as a new asset
class finds that the current ecosystems that access and use personal data is fragmented and
inefficient. For many participants, the risks and liabilities exceed the economic returns and
personal privacy concerns are inadequately addressed. Current technologies and laws fall
short of providing the legal and technical infrastructure needed to support a well-functioning
digital economy. The rapid rate of technological change and commercialization in using
personal data is undermining end-user confidence and trust.

e Regulatory and compliance requirements: The introduction of the EU General Data Protection
Regulations (GDPR) [3, 4] will impact global organizations that rely on the Internet for
trans-border flow of raw data. This includes cloud-based processing sites that are spread
across the globe.

e Lack of citizen involvement and incentive as stakeholder: Individuals as community members
are typically “out of the loop” beyond their blanket consent to access their personal data. The
lack of citizen engagement for sharing data for the benefit of community is exemplified most
recently by Covid pandemic and the difficulty faced by some local governments in deploying
a coherent contact tracing system.

e Lack of economic incentive: In the absence of an efficient data marketplace, the expense of
classifying, licensing and maintaining the provision of external access to data is difficult for
organizations to justify. For individuals there are few opportunities available for economic
participation beyond passively receiving services such as search engine access in exchange
for waiving their rights over their own internet browsing history.

3 THE DIGITAL DATA EXCHANGE: TOWARDS A MARKET FOR DATA ACCESS

The goal of the Data Exchange is to provide improved access for various types of data and insights
across various industry verticals, while ensuring citizen data privacy is implemented and supporting
the evolving market dynamics in the supply/demand of access to data.

The Data Exchange permits better matching between data consumers, data providers and algo-
rithms providers and their agents in the following ways:
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Fig. 1. Overview of layers of the data exchange

e Data consumers: Most organizations require information and insights that are relevant to
their problem at hand and available in a timely manner. This true across different types of
organizations, whether private (e.g., marketing company) or public sector (e.g., local state
governments).

e Data providers: The holder of data have the challenge to ensure the provenance of their data
is correct (provable), while at the same time permitting them to obtain revenue for access to
insights derived from their data without exporting data from their current repositories. They
also have the challenge of ensuring consent from data subjects [5, 6] and remunerating them
for permitting access to insights derived from the subject’s data.

o Algorithm providers: Many consumers may not have the time and skill to develop algorithms
that are specific to the data at hand. In these cases, a data consumer organization may seek
to outsource the design and craft of algorithms to a third party (e.g., boutique algorithm
design firms). On their part, many algorithm providers may seek to retain the Intellectual
Property (IP) stemming from their design and to offer these algorithms to other consumers
in the market.

e Agents: Agents can represent the interests of data consumers, data providers or algorithm
providers either individually or collectively. Agents can also provide second level services
such as storytelling or report generation, and trade those outputs.
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4 THE DATA EXCHANGE: DESIGN PRINCIPLES

Sound design principles should be the foundation of the Data Exchange and the services which
stems from it. Some key design principles include the following:

e Privacy first: Preserving the privacy of individuals must be a foremost principle, else the data
exchange will have little stakeholder adoption and will lead to the concentration of power
in the hands of a few Privacy-preserving data processing approaches, such as MIT’s Open
Algorithms (OPAL) [7] ensure that data remain in their repositories and that only insights of
computed from aggregate queries are delivered.

e Data minimization: Limit the movement, export and replication of data, and perform compu-
tations at the data endpoints by employing new distributed federated processing models.

o Standardized access methods: Define standard interfaces (i.e. APIs) to access insights based on
computations of approved algorithms on data.

e Technological independence: Since technology is fast evolving around data management,
artificial intelligence and privacy-preserving computation, the data exchange must be agnostic
to specific technological implementations and be vendor-neutral.

e Support for Not for Profit uses: Revenues arising from the utilization of government and public
data should be directed to support public goods (e.g. addressing the spread of diseases). One
approach could be for some profits to be directed into making more open data available and
for the funding data analysis initiatives that address societal issues.

e Economically sustainable: The data exchange should be self-funding, such as via a transactional
levee, and should utilize server-less cloud and blockchain technology to be economically
and technically scalable on demand, and affordable to replicate in less developed economies.
Tokenized assets and the means of exchange should be directly pegged to the value of the
local currency to prevent speculation.

o Use existing open technology where appropriate: The Data Exchange should utilize existing
and emerging government sanctioned digital identity systems that are valid within a taxation
context [8, 9]. In Australia this is the MyGovID system, which is evolving into the Digital
Identity system [10]. Australia also provides the ability for agents to represent organizations
as proxies under the RAM system [11]. There are several existing open data licensing schemes
that could be adapted to include a market pricing structure.

Several general requirements should drive the technical design and implementation of the Data
Exchange, including:

e Accessibility to citizens: The exchange should provide answers to questions to any citizen,
not just API endpoints for specialized data scientists. This permits the citizen to glean the
benefits of the Data Exchange as part of the broader digital infrastructure for the data-driven
society.

e Secure federation across the states: State governments require the ability to federate their
local data repositories in order to achieve national-level goals for citizens [12, 13]. Examples
include the federation of local health data in order to address the spread of diseases and to
address economic inequalities.
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Fig. 2. Overview of governance components of the data exchange

5 THE ECOSYSTEM AND GOVERNANCE

As a data exchange platform with multiple stakeholders, service providers and users/consumers,
the governance of the platform is a foundational component that must balance the requirements of
citizen data privacy, economic self-sustainability of the platform, and observance of the various

regulatory demands in Australia.

o Multi-stakeholder ecosystem: There are multiple entities that play a role within the ecosystem,

and therefore a suitable governance architecture with appropriate policies must be applied.

Legal trust framework for data: There are numerous data types about individuals (e.g., financial
data, health data, location data, etc.) and various form of data sharing models (e.g., data
commons, data cooperatives, individual data stores, etc.). A legal trust framework must
underpin the data exchange to provide for usage-tracking and accountability to the data
subjects (i.e., citizens and government).

Multiple technological tools: There are a growing number of tools and technological solutions
for data access and data sharing which enforce a privacy-first principle. This usage of these
tools must be in accordance with the governance policies and legal trust framework underly-
ing the data exchange. The tools must be selected as appropriate to the type of data and its
source.

6 OPEN CHALLENGES AND RECOMMENDATIONS

There are several fundamental challenges relating to the design, deployment and management of a
data exchange platform in Australia:

e Governance model and implementation: Governance is a complex issue, but one that needs to
be explored through small proof-of-concepts. We recommend a simple policy whereby an
API-based access to data is used, thereby preventing potential loss of data. The policies must
identify entities permitted to access the protected APIs and the type of queries permitted to
be asked. Stakeholders have visibility and transparency with regards to which APIs are most
popularly accessed and which type of queries are most often asked.

o Sustainable funding long-term: A fundamental question for the data exchange platform is the
source of funding to make it viable long term. We recommend exploring the use of tokens as
a unit of payment for queriers and a unit of account for data providers to assist in tracking
usage of data.
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e Exploration through pilot studies: Various aspects of the data exchange must be the subject of
exploration and study. This includes developing various proof of concepts (PoC) in collabo-
ration with commercial service providers (e.g., data providers, cloud providers, etc.) as key
stakeholders in the ecosystem. We recommend developing several small proofs of concept
(PoC) software implementation using a small amount of safe data, simple APIs and using
low- cost commercial services (e.g. cloud data storage, hosted API services, etc.). Technical
participation by academics in Australia and by commercial service providers are crucial in
these PoC projects.

o Decentralization: It may be that the general principles of the proposed data exchange are best
accommodated by a model whereby computing power, data storage and associated exchange
artifacts are as decentralized as possible. To accommodate decentralization within a nations
physical, virtual and legal borders would require a Proof of Location mechanism [14].
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