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Real-Time Internet of Things Enabled Dashboard
for Next Generation Anxiety Risk Classification
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Abstract—The ubiquity of sensor technology and the Internet
of Things prompted us to propose to develop an end-to-end
communication architecture for real-time digital dashboards to
visualize the anxiety risks of a population during a pandemic, as
in the case of COVID-19. Such an architecture can be regarded
as the next-generation anxiety risk classification mean for the
healthcare industry 4.0 as it will be capable of generating
automated and quick actions through the use of analytics on the
collected data and predefined thresholds. Based on Internet of
Things and wearable healthcare sensors, the proposed end-to-end
communication architecture is capable of detecting physiological
data related to heart rate, blood pressure, and SPO2, and
communicate them to remote cloud servers. Based on this
collected data, the centralized dashboard will classify in real
time the patients of each geographic region involved according
to a specific attribute, namely: normal, mild, moderate, high,
severe, or extreme. In addition, we also propose to incorporate
the emerging technologies of Space Time Frequency Spreading
(STFS) and Space-Time Spreading-Aided Indexed Modulation
(STS-IM) for the design of the communication links. It has
been found that the integration of STFS and STS-IM promises
to reduce the likelihood of data disruption for the proposed
architecture.

Index Terms—Internet of things, healthcare industry, environ-
mental sensors, real-time dashboards, smart healthcare.

I. INTRODUCTION

COVID-19 has generated a severe crisis for the general
healthcare industry worldwide. The healthcare authorities

have been overburdened with recruiting, deploying, training
and retaining their staff who could serve COVID-19 patients
while protecting themselves [1]. At the same time, it has
become one of the crucial challenges to timely detect serious
health risks among populations and provide critical healthcare
services to those in need. In addition to the physiological
symptoms of COVID-19, mental health issues have also been
reported to rise at an alarming rate during the pandemic. Fear
and anxiety about a new illness and what might happen can
be overwhelming and cause strong emotions in adults and
children. Additionally, public health actions, such as social
distancing, reduced physical activity, unpredictability, and rou-
tine changes, can all contribute to increasing this stress [2].
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People, with or without existing mental health needs, may be
distressed by this impact, including with daily living support,
continuing care arrangements, support with medication, and
changes in their daily routines. For example, shortly after
the outbreak of the COVID-19 virus, the anxious behavior
of people around the world caused a severe shortage of masks
and hand sanitizing solutions [3]. People who already receive
services for their mental health, learning disabilities or autism,
are even more vulnerable and suffer from increased feelings
of panic, stress and anxiety [4]. Therefore, managing anxiety
among the world’s population is a paramount must during such
difficult times.

We believe that geographic location has a predominant
impact on anxiety. Although rarely discussed, research in
recent years has focused on the intersection between localiza-
tion and common anxiety disorders [5]. For example, general
anxiety disorder is quite common in the southern and western
United States, while social phobia is more prevalent in the
northeast and mid-west of the country [6]. Likewise, the
geographical location has a substantial impact on the stress
of minorities. For example, minority stress disorder is quite
common among the Coptic Christian population in Egypt and
in the Lesbian-Gay-Bisexual-Transgender (LGBT) community
among African Americans. Therefore, anxiety about the pan-
demic, while not naturally apparent, is deeply affected by
the geographic location. Another example is the very high
death rate caused by the coronavirus that has been recorded
in senior housing in Canada. Moreover, the greatest number
of pandemic-related anxiety disorder cases has been reported
in regions of Canada where the concentration of residences
for the elderly or people living in the aging population is
the highest. A similar situation has occurred in places and
cities across the United States, where more cases of stress-
related disorders have been reported where the majority of
the population is believed to be vulnerable to infection with
COVID-19 [6].

Collecting and managing demographic data has emerged
as a crucial requirement during a pandemic like COVID-19.
Industry 4.0 technologies such as Internet of Things (IoT) have
been widely used for communicating population’s data to the
healthcare authorities [7]. In this regard, having automated and
real-time dashboards will provide an excellent opportunity for
medical experts and state authorities to monitor the health
status of populations while maintaining the requirement for
social distancing. For example, proper visualization of de-
mographic data not only helps to plan medical facilities in
advance, but also helps authorities know the mental health
status of the population. Measurement and analysis of some
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vital parameters, such as heart rate and SPO2, can provide a
very good insight in real time.

Previously, the major focus of healthcare IoT has been
on primarily providing remote monitoring facility to patients
individually [8]. However, the data collection from multiple
patients and the real-time categorization of the population for
certain health risks were not investigated. Additionally, most of
the dashboards developed during COVID-19 primarily focused
on displaying simple information on the number of diagnosed
cases, active cases, severity of cases, and recovered cases
from various geographic locations. However, no dashboards
or an IoT-based solution have been investigated to categorize
populations based on their risk of severe anxiety.

In this article, we present a development of an IoT-based
digital dashboard to collect and display real-time data on anx-
iety risks during a pandemic. We first present the underlying
end-to-end communication architecture which facilitates the
delivery of the required data, from portable sensors to remote
sites for immediate diagnosis and real-time risk analysis of
anxiety. In this architecture, we make use of vital parameters,
such as heart rate, blood pressure, and SPO2, to assess the
level of risk for anxiety, in both COVID-19 patients and
other populations, and display them in real time on a digital
dashboard. The proposed architecture can be regarded as
the next-generation anxiety risk classification mean for the
healthcare industry 4.0 as it is capable of generating automated
actions through analytics on the collected data and predefined
thresholds. In addition, we propose to incorporate the emerg-
ing technologies of Space Time Frequency Spreading (STFS)
and Space-Time Spreading-Aided Indexed Modulation (STS-
IM) for the design of the communication links. It has been
found that the integration of STFS and STS-IM promises
to reduce the likelihood of data disruption in the proposed
architecture.

The rest of this paper has been organized as follows: Section
II presents a brief review of existing IoT dashboards. Sec-
tion III describes the proposed architecture and methodology
adopted for anxiety risk classification. Section IV presents the
experimental hardware design and the obtained experimental
results. Section V details the proposed link design and its
impacted results. Section VI sheds light on open challenges
and future directions for enhancing this area of research.
Finally, section VII concludes the article.

II. EXISTING IOT DASHBOARDS

Dashboards are the most common forms of human-machine
interfaces for an IoT network or other cyber-physical sys-
tems. They collect, organize, analyze and transform digital
information (data), communicated from the physical world, to
represent it in a format that can be easily understood by anyone
when read or viewed on a mobile phone, computer or any
other user interface [9]. The main advantages of dashboards
are their ability to monitor and control input/output devices on
a network, can be used for both overall and individual benefits,
and can be operated on cloud-based data platforms. Below we
present a review of the various dashboards that have been
developed over the years and operate using the IoT network.

The first group represents dashboards for general applications
and the second presents dashboards specially developed for
applications related to pandemic or COVID-19.

A. General Applications

Water-level monitoring dashboard is developed in [10] to
identify and measure the rise in water level in flood prone
regions with posting data and alert on Twitter. Air-quality
monitoring dashboard is developed in [11] for monitoring and
improving air quality in indoor areas based on computed Air
Quality Index (AQI). Real-time IoT dashboards are developed
in [12] and [13] for animal health monitoring and plant health
monitoring and management respectively.

Several dashboards have been developed for monitoring
and management of health and lifestyle of individuals re-
motely [14]–[16]. In [14], data is collected from environ-
mental sensors placed in homes and health-care facilities
of monitored individuals for behavioral analysis. Life-style
monitoring dashboard is implemented in [15] to make it easier
for individuals to track their eating habits and initiate physical
activity corresponding to their consumed calories. In [16],
data on vital body parameters are collected from a group
of wearable physiological sensors, posted and stored on the
cloud, displayed on dashboards of smart-phones. All of these
dashboards aim at improving the quality of life and healthcare
for the patients of diverse population groups, classified based
on disease type, health status, etc.

B. Pandemic-related Applications

There has been a recent surge in the design and development
of real-time COVID-19 or pandemic-related IoT dashboards
[17]–[19] for monitoring and managing patients, for assisting
in situation awareness and critical decision making of health-
care professionals and for helping authorities with relevant
information for behavioral analysis and detection across wide
regions.

The real-time dashboard of [17] targeted prioritizing emer-
gent, urgent and semi-urgent cases requiring surgery for
reducing risk of COVID-19 exposure for surgeons, nurses,
technicians and other health-care staff. The focus of the
dashboard in [18] is to provide information on the status and
location of clinical trials for avoiding any duplication and
increasing chances of collaboration for vaccine development.
The dashboard developed in [19] populated information about
the number of patients tested, test results, availability of beds
and ventilators etc. for supporting operational decision making
like isolation procedure, etc. An interactive web-based map-
ping dashboard is developed in [20] for assessing changes in
mobility patterns of individuals, and then reporting them over
the ArcGIS dashboard. Similarly, visualization dashboards
have been developed [21] to help remote consultants, tele-
health operators, health management teams and emergency
service providers.

It has been seen from the review of recent literature that
there has been no dashboard developed as yet which could
categorize the anxiety risk for patients. Based on this gap,
we propose to develop such a dashboard so the medical
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resources and healthcare service delivery can be planned
accordingly. Our proposed framework based on IoT real-
time dashboards would facilitate low-latency, energy efficient
and high throughput streaming of patient data (recordings
of vital parameters) for categorization of individual patients
and epicenters/collective geographical areas suffering from
anxiety disorders into mild, moderate, elevated, severe and
extreme cases. Such a framework enhances remote diagnosis,
consultancy and treatment without any diagnostic pressure
on the local physicians. In turn, it would reduce the risk of
exposure of health-care staffs to patients infected by COVID-
19 or prone to infection and initiating appropriate automated
actions, due to avoiding human intervention.

III. ARCHITECTURE AND METHODOLOGY

Here, we present a conceptual end-to-end framework that
uses the local Wifi and mobile networks to stream vital
parameters from the users to the IoT gateway. Based on the
data received at the gateway, the monitored population is
classified based on their geographical locations into groups
at different levels of risk of experiencing anxiety attacks. This
categorization is posted on real-time dashboards available to
relevant authorities, care-givers and emergency responders, so
that necessary action can be taken based both on individual
and zonal basis. The framework involves several components
and devices built into an architecture and an overall level-to-
level methodology that needs to be followed to initiate apt
decision-making.

A. Architecture

The entire architecture is divided into three parts: a) User-
side, b) Gateway and c) Endpoint-side. The user-side part of
the architecture consists of a group of non-invasive wearable
physiological sensing modules deployed on the body of patient
for collecting vital parameters like heart rate, blood pressure
and oxygen saturation in blood (SPO2). Moreover, a group of
environmental sensors are also deployed in the home, work-
place (hospitals, nursing homes etc.) for behavioral analysis.

Vital parameters are communicated by sensing nodes to an
individual’s handheld device, typically a smart phone. The
handheld device activates ‘Preventive Alerts’, if the parameters
are outside the predefined threshold, and transmits data for
‘contact tracing’, to the gateway for alert creation for the
consultant physician, audio-video communication, generating
alerts for specific actions (like taking pills, doing exercise). At
gateway, the parameters are forwarded by the cloud computing
platform to the digital dashboard for categorizing population
based on their anxiety risk levels. Subsequently, population
within each geographical area are assigned one of the six
risk levels: normal, mild, moderate, elevated, severe or ex-
treme. Based on the dashboard categorization, response at the
endpoint-side is decided. Finally, the endpoint-side involves a)
network server for maintaining patient database, b) a group of
robots and drones deployed in different risk zones for aiding
in services, and c) emergency responders for deployment in
severe, extreme and elevated risk zones.
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Fig. 1: Schematic diagram of overall methodology based on anxiety
risk experienced by different monitored zones and monitored indi-
viduals belonging to those zones.

TABLE I: Assigning Risk Levels Using Vital Parameters

Risk Level Heart Rate SPO2 Blood Pressure (mmHg)
(Beats/min) (%) Systolic Diastolic

Normal 60-89 95-100 90-120 60-80
Mild 90-100 92-94 121-130 81-84
Moderate 100-110 85-92 131-139 85-90
Elevated 110-120 75-84 140-159 91-95
Severe 120-130 65-74 160-189 96-99
Extreme > 130 < 65 >190 > 100

B. Methodology

The overall methodology of the efficient operation of
proposed architecture involves a two-stage process. The first
stage encompasses categorization of population belonging to
different geographical regions into different levels of anxiety
risk based on the data about vital parameters streamed in
real-time. The second stage involves different measures
that are taken once the risk levels at different monitored
zones have been identified and segregated using the digital
dashboard. The first stage is synonymous to the dashboard
operation, while the second stage corresponds to different
supporting actions that are to be taken. A schematic diagram
of the overall methodology has been detailed in Fig. 1.

The first level is the Normal risk level, where the vital
parameters of a geographically-grouped monitored individual
is in accordance with his/her age as suggested by their personal
physician. No actions or measures are taken for this group
of individuals. If a certain group of individuals belonging to
a particular area experience slight aberrations in their vital
parameters on a daily basis, they are categorized into Mild
risk level. Alerts along with appropriate self-care measures like
breathing exercises, listening to music or comforting voices,
taking a walk, talking to loved ones etc. Alerts are sent to
identified individuals within the Mild risk. The alerts are sent
intermittently till the parameters are back in the normal range.

If the alerts and self-help measures are not able to bring the
body parameters back within the normal range after a certain
amount of time, the individuals experiencing this condition
within a certain geographical area are grouped into Moderate
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risk level. Individuals belonging to this risk zone may feel
more overwhelmed, agitated and nervous. With the pandemic
situation in mind, the measures that can be taken are sending
drones for rapid delivery of medicines and food supplies,
carrying out large-scale temperature measurements through
infrared cameras.

Individuals belonging to a wider area who experience body
parameters like heart rate, SPO2 and blood pressure are
higher than a predefined threshold, but do not need emergency
attention, can be grouped into elevated risk zone. Even in this
case, with the pandemic scenario in view, drones will be sent
out for delivering required supplies. Robots will be sent out for
assisting elderly, isolated and vulnerable individuals in their
daily work and keeping them company. Robots will also help
in regular blood and saliva sample from the individuals for
diagnosis of other ailments.

If the situation still does not improve for certain group
of individuals, they will identified and grouped into severe
risk zone. Individuals belonging to this zone suffer from
serious anxiety risk and need medical intervention. Human
caregivers will be sent out for individual-by-individual case.
Before sending over the caregivers, identified areas will be
thoroughly sprinkled by disinfectants from drones and impor-
tant information will be broadcasted through drones. Finally,
the highest risk level extreme which represents a small group
of individuals within an area that are experiencing panic attack
and need emergency services and may be hospitalized.

IV. HARDWARE DESIGN AND EXPERIMENTAL RESULTS

For experimentally validating the concept of our dashboard,
we have developed an initial high-level system prototype
involving Node Micro-controller Unit (NodeMCU), Pulse
Oximetry Sensor MAX 30100, Electronic Wrist Blood Pres-
sure Monitor CK-101 and I2C OLED module. A schematic
diagram for the system-level prototype designed and how it
can be incorporated within our proposed anxiety-risk detection
framework is demonstrated in Fig. 2. Fig. 2 also includes
the schematic diagram of system-level prototype including de-
tailed circuit diagram and pin configuration for the prototype.

A. High-level Prototype

NodeMCU is in the core of our prototype. It is an open
source IoT platform which offers interactive, easy and user-
friendly application programming interface (API). It includes
firmware that runs on the the ESP8266 wiFi from Espressif
system, and ESP-12 module. Pulse Oximetry Sensor MAX
30100 is an integrated solution for capturing the values of
both heart rate and SPO2 using photo-detectors. The solution
works with the help of two light-emitting diodes (LEDs)
emitting red and infrared lights. Infrared light is used to
measure the heart rate, whereas both red and infrared lights
are used for measuring SPO2. Electronic Wrist Blood Pressure
Monitor CK-101 Sphygmomanometer is used for monitoring
the Systolic (upper) and Diastolic (lower) blood pressure. CK-
101 is a handheld monitor equipped with inflatable wristband
(with a wrist circumference of 135-195mm). The OLED
Module is used to display the message to the user about the

heart rate/SPO2 values along with the risk level. This module
provides a display in 2 rows, with each row supporting 16
characters of customized messages.

B. Simulation Results

For validating the working of the prototype heart rate,
SPO2 and blood pressure levels from multiple patients
(around 500) belonging to five different geographical re-
gions are collected to determine whether they are normal
or at mild, moderate, elevated, severe or extreme risks of
anxiety attacks. Data related to vital parameters of pa-
tients suffering from previous history of frequent anxiety
attacks, chronic disease, high vulnerability to COVID-19 in-
fection and infected with COVID-19 is accessible in pub-
lic archives (Kaggle; https://www.kaggle.com/datasets and
Github; https://github.com/HDRUK/datasets).

Fig. 3 represents a view of central dashboard where the
categorization of data collected from a single user has been
presented. The Google Sheet was populated by running a
Google Script (Gscript) tied to the NodeMCU. 30 samples
were collected at an interval of 5 minutes. The same procedure
can be repeated for all the users involved and can be displayed
simultaneously on the dashboard. The vital parameters are
displayed on an OLED display for our initial prototype and are
reported also over the cloud (Google Sheet). The collected data
in a tabular format, the trends of SPO2, blood pressure, heart
rate and a pictorial representation of the digital dashboard, are
also demonstrated in Fig. 3. Since, only one user is exhibited
in the portrayal of Fig. 3, the dashboard presents his/her risk
levels, assuming the user to be located in zone 1.

Results form 500 users (100 from each zone) are plotted in
Fig. 6. From region 1, 24 people have a normal level of SPO2,
so they are free of anxiety risk, 14 people have mild and 25
have moderate risk. These risks are also not as alarming and
can easily be managed through self-care. However, it has been
shown that 12 people have elevated risk, 17 have severe and 8
have extreme risk; for these users, there would be a potential
need for providing remote assistance for anxiety management
or some other immediate guidance. As can be seen in Fig. 6,
zone 5 has the most patients with higher risks followed by
zones 2,1, 3 and 4. Similar observations can also be made
based on heart rate and blood pressure values, zones 4 and
5 are at most risk of developing anxiety respectively. It is
quite evident that zones 4 and 5 need attention and appropriate
action needs to be taken based on individual requirements.

V. LINK DESIGN

A crucial part of the proposed framework is, i) the design
of the communication link between the user’s handheld device
and the IoT gateway equipped with the cloud computing
platform for posting data on the IoT dashboards, as well as,
ii) the link between the gateway and the application endpoint
that needs to be activated depending on the observation of
the dashboard and appropriate action that needs to be taken
based on that observation. Here, we are proposing two en-
abling technologies specifically for each of the links to ensure
information delivery with minimum latency and maximum
reliability in an energy efficient way. A conceptual diagram
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Fig. 2: Conceptual architecture incorporating three entities; the first part is user-side consisting of sensors and hand-held devices, the second
part is IoT gateway aided by a cloud computing platform and a cloud powered real-time dashboard; the final part is application endpoints
involving network servers, health-care centers etc.

of the communication link design involved with the proposed
framework is provided in Fig. 2.

A. Enabling Technologies

1) User-to-Gateway: Energy efficient transmission of body
parameters from the user’s hand-held devices to the IoT
gateway can be accomplished by reducing the transmission
energy required for fighting impairments. The user devices are
assumed to be simplistic, equipped with single antenna and
the gateway is furnished with multiple antennas. Therefore,
patient data can be spread over space-time-frequency blocks
before reporting them to the gateway; a technique that can be
coined as Space Time Frequency Spreading (STFS).

System Model: The key idea of STFS-aided transmission
is to map user information on indexed space-time and space-
frequency blocks of fixed duration and bandwidth respectively,
by multiplying individual information vectors with different
dispersion matrices. Correspondingly at the gateway, a space-
frequency demapper is implemented for detecting activated
frequency sub-bands followed by a space-time demapper for
identifying the time slots. Finally, a maximum likelihood (ML)
symbol decoder estimates the dispersion matrix and patient
data from the demapped signal.

For example, if M users or M hand-held devices are
transmitting their information simultaneously over a symbol
duration of τ , the transmit vector from the mth user can be
expressed as,

dlm = vec(xlm
t
)Alp,m ∈ Cτ×τ (1)

for (l = 1, 2, . . . , L), where xlm = slmrlm ∈ C1×τ is the
information vector from the mth user, t denotes transpose
of a matrix, vec represents the vectorial stacking operation,
L is the total number of space-time-frequency (STF) blocks.
Here slm =∆ {+1,−1} is the binary phase shift keying (BPSK)
modulated signal and rlm =∆ {cos(2πf1τ), cos(2πf2τ + π)}
is binary frequency shift keying (BFSK) modulated symbol
and f1 and f2 are separated by at least 1/τ Hz in order to
maintain orthogonality. Here, Alp,m = [alp,m,1, . . . , a

l
p,m,τ ] ∈

C1×τ is the mth row of the pth STF dispersion matrix
Al
p = [Alp,1, . . . , A

l
p,M ]t ∈ CM×τ selected out of the P STF

matrices taken from the set {Al
p}Pp=1

Transmission Signal Model: The encoded set of transmitted
information from multiple user devices Dl ∈ CM×τ2

,[
dl1, . . . ,d

l
M

]t
must include STF dispersion matrices (DMs)

that satisfy the power constraint of Tr(Al
p
HAl

p) = τ ∀ p
to ensure unity energy over each ST block. If the network
server or the destination devices are equipped with N receive
antennas, the generic N × τ2 discrete-time received signal
matrix can be given by,

Yl =
√
ρlGlDl + wl ∈ CN×τ2

(2)

where Yl, Gl ∈ CN×M and wl are the received signal
vector, the channel matrix and the noise vector respectively.
The noise vector also accounts for different levels of channel
state information (CSI) estimation error, where the estimated
channel on the receiver side is contaminated by additive
Gaussian noise. The constant ρl denotes the energy spent by
any of the sensors during the reporting phase and Gl includes
all the samples of the channel impulse response (CIR) between
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Real-time Dashboard

Google Sheet with user data Graphical Representation

Fig. 3: Real-time Dashboard on Cloud platform powered by Google Sheets with representation of single user data where the user belongs
to zone 1. It also depicts the graphical representation of the user data and the detailed sheet of the data samples collected.

the user and the destination devices/network server over the
lth STF block.

Reception Signal Model: On the receiver side (network
server or devices belonging to the service providers or respon-
ders), we will employ an ST demapper, which is essentially
vectorization of the received signal. In this case, the linearized
equivalent received signal model can be obtained as,

Ŷl =
√
ρlĜlÂlΞ̂l + ŵl = vec(Yl) ∈ CNτ×1 (3)

where Ĝl = Ig ⊗Gl ∈ CNτ2×Mτ2

(where Ig = Iτ2×τ2 ) is
the estimated channel matrix and ⊗ is the Kronecker product,
ŵl = vec(wl) ∈ CNτ2×1, Âl = Ia⊗Al ∈ CMτ2×MQ (where
Ia = IM×M ) and Ξ̂l = vec(Ξl) ∈ CMQ×1 is the received
information vector. If the conditional probability the linearized
equivalent received signal model (corrupted by noise with a
noise spectral density of N0) is given by

P (Ŷl|Ξ̂l) =
1

πN0
exp

(
− Ŷl −

√
ρlĜlÂlΞ̂l

N0

)
(4)

the ML detection criterion is formulated as,

p̂ = argmin
p

∣∣|Ŷl − xl(
√
ρlĜlÂl)

∣∣|2 (5)

where xl represents the transmit information vector on the
lth STF block. Other sub-optimum detectors like minimum
mean-squared error (MMSE) or zero-forcing (ZF) can be used
to estimate the dispersion matrix and transmit information
vector from Ξ̂l. It is worth-mentioning that ML detector is
computationally exhaustive and the choice of the dispersion
matrix is absolutely crucial for the overall performance; a
generalization we will look into in our future work.

Design Criteria for Dispersion Matrices (DM): For the per-
formance analysis, we have chosen P =M = τ . Accordingly,
we choose our DM based on random search following the
steps:

• Randomly generate P unitary dispersion matrix
set {Al

p}Pp=1 using Gaussian distribution, such that
Tr(Al

p
HAl

p) = τ ∀ p.
• The matrix generation is repeated for 10 times.
• For each of the 10 sets of {Al

p}Pp=1, calculate the
corresponding link capacity C =,

1

τ

(
1+log2 P −

1

2P

∑
p

E

[
log2

{∑
p̂

exp(zp̂p)|Ξ̂l
p̂

}])
.

(6)
where zp̂p = −||

√
ρlĜlÂl(Ξ̂l

p − Ξ̂l
p̂) + ŵl||2 + ||ŵl||2

• Out of the sets of {Al
p}Pp=1, the set exhibiting the

maximum C is chosen for simulating performance.
where E[·] denotes the expectation and || · ||2 denotes the
Frobenius norm.

2) Gateway-to-Endpoint: In order to strike a balance be-
tween high reliability and low latency, a combination of space-
time spreading (STS) [22] and indexed modulation (IM) [23]
can be implemented at the gateway for the control instruction
or activation message that is sent from the gateway to the
specific application endpoint to activate a particular service
as per requirement. In this case, both the gateway and the
application endpoints are equipped with multiple antennas,
and the modulation technique can be coined as space-time-
spreading-aided-indexed-modulation (STS-IM).

Information vectors at the gateway are first converted to
parallel sub-blocks of data, each of which are sent over the
transmit antennas. Each of the parallel sub-blocks will consist
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(a)

(b)

(c)

Fig. 4: Dashboard categorization results for classifying population
into different levels of risk experiencing anxiety attacks based SPO2,
Heart rate and Blood pressure data.

of two information bits, the first one of which is used to
select the index of the dispersion vectors to be activated and
the second one is mapped onto information-carrying symbols.
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On the receive side, the data received over multiple antennas
are first collected in a space-time demapper to estimate the
dispersion vectors. The information symbols extracted after
identifying the dispersion vectors are passed through a block
splitter followed by a ML/MMSE decoder and a parallel-to-
serial converter in order to obtain actual control message.

B. Simulation Results

Next, we simulate the end-to-end outage probability perfor-
mance of our proposed synthetic IoT-based framework where
10 users (hand-held devices equipped with single antenna)
transmit patient data simultaneously. The gateway (32 anten-
nas) is equipped with the cloud computing platform which
computes data for ease of visualization through a real-time
dashboard, such that appropriate decision can be taken and
specific control instruction is activated and transmitted to
the relevant endpoint (each with 8 antennas), like network
server, deployment centers for UAVs, robots etc. The users
are deployed randomly and uniformly distributed in a circular
annulus around the IoT gateway. Only one user is activated
on a particular space-time-frequency block, when and where
all other users are silent.

The channel between the users, gateway and endpoints
is assumed to be dispersive with Rayleigh fading envelope
and normalized Doppler frequency of 0.01 Hz, while the
pathloss is experienced according to the 3GPP Urban Micro-
cell (UMi) model [24] for outdoor links and 3GPP Indoor
Hotspot (InH) model [25] for indoor links. Binary Phase Shift
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Fig. 7: Variation data outage probability over an STFS-aided user-to-
gateway and STS-IM-aided gateway-to-endpoint links as a function
of the number of receive antennas at the IoT Gateway. MIMO-ZF is
used as symbol decoder is used at the end of gateway-to-endpoint
links. The overall link SNR is fixed at 15 dB.
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Fig. 8: Variation data outage probability over an STFS-aided user-to-
gateway and STS-IM-aided gateway-to-endpoint links as a function of
the number of receive antennas at the application endpoint. MIMO-ZF
is used as symbol decoder is used at the end of gateway-to-endpoint
links. The overall link SNR is fixed at 15 dB.

Keying (BPSK), Binary Frequency Shift Keying (BFSK) and
two space-time-frequency slots on the STFS side and only
BPSK and two space-time slots on the STS-IM side with four
dispersion vectors to choose form in each case. Our proposed
link design offers significant reduction in outage probability
in comparison to the network without STFS and STS-IM, as
is evident in Fig. 5. Hence it has been established that using
MIMO-ZF based symbol decoders at the application endpoint
offer better performance over other decoders.

An improvement in performance is observed when 3GPP
InH model is used for modelling the links between the user,
gateway and the endpoints, as compared to the 3GPP UMi link
modelling. The choice for the InH model can be justified for
the scenario where the users are located in their homes or any
other indoor environment and the endpoints like the consultant,
caregiver, responder etc. are also located in a health-care center
or any other indoor settings. The UMi model is used for
depicting the scenario where the users and the endpoints are
located outdoors. A mixture of indoor and outdoor scenarios
is also possible to encounter.

The curves in Fig. 6 characterizes the outage probability,
comparing the effects of the number of the dispersion matrices
P . For this set of curves, MIMO-ZF is used as the symbol de-
coder at the endpoint side. The set-up architecture is kept same

with 10 users, gateway with 32 antennas and an application
endpoint with 8 antennas. It is evident that more the choice and
flexibility we have in terms of the dispersion matrices, lower is
the probability of outage over the entire link. Therefore STFS
and STS-IM offer quite a striking flexibility between diversity
and performance gain.

In Figs. 7 and 8, outage probability is plotted as functions
of receive antennas at the IoT gateway (number of antennas
at the application endpoint is kept fixed at 8) and at the
endpoint (number of antennas at the gateway is kept fixed at
32) respectively. Increase in the number of receive antennas at
the gateway have profound effect on the outage probability as
compared with increase in number of antennas at the endpoint.
As the gateway is equipped with large number of antennas, the
outage probability drops dramatically and converge to almost
null both for the indoor and outdoor scenarios. Increasing the
number of antennas at the endpoint do not help that much. The
outage performance drops a bit but saturates after the number
of antennas increases more than 30.

VI. OPEN CHALLENGES AND FUTURE DIRECTION

We make the first-ever attempt to develop an end-to-end
framework that involves a real-time digital dashboard for
collecting and categorizing population at different levels of
risk of experiencing anxiety attack. Based on the observation
at the dashboard, appropriate action is initiated to respond
to the requirement of the individual as well as a particular
geographical area. Initial simulation results based on the
developed system prototype and communication link design
reveal that the framework offers real-time insight into the
status of the population’s mental health with high reliability in
an energy-efficient way. However, there are several research
issues that need to be addressed and interesting generalizations
that need to be added to the framework in order to develop it
into a full-fledged application.

A major challenge is to validate the applicability of our
proposed framework to enjoy its benefits in full potential. This
can only be done by conducting real-world clinical trials. The
wearable IoT devices have to be distributed to people based on
their willingness to participate in the study. With proper ethical
consent from the participants, the system can be evaluated in
practical scenarios.

Right now, anxiety index is measured using real-time
streamed data from the users and then plotted on the dash-
board. The framework is, therefore, only able to estimate risk
of anxiety in the present timeline. However, in future, it should
be able to predict the risk of anxiety attack for the patient.
Towards that end, the framework needs to incorporate neural
networks and machine learning algorithms for forecasting the
risk of anxiety attack.

In order to bring the proposed framework to reality, mobile
application and fully-featured cloud-based digital dashboard
need to be developed in practicality. Cloud hosting service
needs to be availed from the providers, like Microsoft, Azure
Suite, AWS Cloud, Google Cloud and Ubidots. For general-
ization of the dashboard, the categorization needs to include
more factors like demographic attributes of gender, age and
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fitness level. The lifestyle factors can also be incorporated by
taking into account issues like drinking water contamination,
manipulation and poor air quality.

VII. CONCLUSION

In this article, we have proposed a real-time IoT-based
digital dashboard to categorize populations’ anxiety risk levels
based on their physiological data and geographic location. The
proposed architecture can be regarded as the next-generation
anxiety risk classification mean for the healthcare industry
4.0 as it is capable of generating automated actions through
analytics on the collected data and predefined thresholds. A de-
tailed communication architecture for data transmission from
wearable sensors to a cloud has been presented. Moreover,
a high-level prototype was developed using the NodeMCU
platform, a pulse oximetry sensor, a wrist blood pressure
monitor, and an OLED screen displaying Google Sheets. In
addition, the integration of the emerging binding technologies
has been shown to improve the energy performance of the
proposed architecture. Finally, we showed that the availability
of a centralized dashboard providing real-time insight about
the mental health status of a population is expected to help
authorities effectively tackle any pandemic in the future.
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